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1 HaganpHasg HacTpoiika AMT

Hauanbuas macrpoiika AMT — akruBamus ympasJsiomiero moayas AMT
(AMT Management Engine) u ycranoBke HEKOTOPBIX €ro IapaMeTpOB, TaKUX
KaK TapoJib JOCTYIa U pexkuM paboTsl. HacTpoiika BBHIMOIHATCS TTPU MTOMOIIH
MEBx (Management Engine BIOS Extensions) — crnenuanbHOTO pacIIipeHus
BIOS, orsercrBennoro 3a nacrpoiiky AMT.

O6bruno HavasbHad Hacrpoitka AMT g KaXK0ro KOMIbIOTEPa BBIMOJIHSI-
ercs TOJIBKO OJuH Pa3. B mocsieicTBuu BbIIOIHATD JOIOJIHUTEIbHY IO HACTPOMKY
¥ M3MeHeHne KOH(MUTYPAIUU MOXKHO yIaJaeHHO, cpemcreamu AMT.

1.1 Pexumsbl u ¢pa3sr paborer AMT

AMT wmoxer paborarb B ABYX PEKUMaX:
e SMB — st HeOOJIBITINX CETEl;
e Enterprise (no ymonuanuo) — s 6oJbIIux ceTei.

B 3aBucumocru or Toro, na kakom 3rane Hacrpoiiku AMT Bbl Haxoaurecs,
pasnugaoT Tpu GHa3bl:

e Factory — xoudurypuposanne AMT He BBIIOJIHSIOCE;

e In-Setup — koudurypupoBanue AMT BblIOJIHSETCH B HACTOMILME MO-
MEHT;

e Operational — koudurypuposanne AMT 3asepueno u AMT MoxHO uc-
MOJIb30BATH YAAJIEHHO.

1.2 TpeboBaHuU" K MapOJIIO

e Ilaposb JomkeH ObITH KAaK MUHUMYM 8 CUMBOJIOB B JJIMHY, ITOIYCKAETCS
UCIIOJIH30BaHUE JIIOOBIX (38 UCKJIIOUEHUEM YEeThIPEX HUZKEIEPEUUCIEHHBIX )
ASCII-cuMmBOnOB U3 muana3ona 32—126 BKIIOYUTEIHHO.

e Henb3st ucnonmp3oBaTh CUMBOJBL “ ¢, # :

e B naposie moszKHa mpUCyTCTBOBATH XOTs Obl onHa mudpa (Hanpumep, 0,
1,2,9).

e B mapose momkeH npucy TCTBOBATD XOTs ObI OIWH He aT(haBUTHO-ITHMPOBOIT
cumBoa (Hampuwmep, |, @, §).

e B napoJie J0KHBI TPUCYTCTBOBATH OYKBBI BEPXHErO U HUYKHETO PETUCTPA
(manpumep, A, a, B, b).
1.3 Hacrpoiika ME B SMB pexxnme
1. Haxxmure Ctrl-P B mporecce 3arpy3ku.
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4 1 Havamabpuasa macTpoiika AMT

Intel (R) Management Engine BIOS Extension v1.1.5.8080
Copyright (C) 2083-86 Intel Corporation. A1l Rights Reserved.
e [ MAIN HENU

Intel(R) ME Configuration 4
Intel(R) ANT Configuration »
Change Intel(R) ME Password
Exit

Intel(R) ME Password

2. Beeaute naposbs. [laposs mo ymomuannio: admin. ITapoas ayBcTBHUTEIEH

K PErucrpy.

3. 3menunre maposrs MEBx. Ilaposnb mosikeH ymaoBJIeTBODPATH IIPABUIAM
cTpOrux napoJieil (M. BblLe).

Cucrema niepexoaut ot da3wbl Factory ¥ dasze In-Setup.

4. Beibepute nynkT mexio ME Platform Configuration. Cucrema npesy-
MPEXKIAET, 9TO MEePE3arpy3uTCs MOCTE TOrO KaK YCTAHOBKA OYJIET 3aBepIieHa.

5. Boibepure Y. B xoze nacrpoiiku ME moxno 3anasars napamerpot AMT /ASF,
HACTPOMKHK IUTAHMSA, HACTPOHKU OOHOBJIeHUs firmware u ap.

Intel(R) Managenent Engine BIOS Extension v1.1.5.8008

Copyright (C) 2883-96 Intel Corporation. AI1 Rights Reserved.
{ INTEL(R) ME PLATFORM CONFIGURATION

Intel(R) HE Firmware Local Update
LAN Controller

Intel(R) ME Features Comtrol
Intel(R) ME Power Control

Return to Previous Menu




1.3 Hacrpoiika ME B SMB pexume )

6. Breibepure Intel ME State Control u B uém Beibepure Enabled
e Hactpoiika no ymosrgannio: Enabled
e Pexomenayemas nacrpoiika: Enabled

OTa OIIUs MOXKET HCIOJb30BATHCS JJI TOO 9TOOBI BDEMEHHO OTKJIIOYUTD
ME. IIpu srom dyukuuun AMT/ASF Gyayr negocryuub.

7. Boioeputre Intel ME Firmware Local Update Qualifier u B mém
BeiOepuTe Always Open

e Hacrtpoiika o ymosmuanmio: Always Open
e Pexomenayemas mactpoiika: Always Open
e Ects Bapuantsl: Never Open, Restricted

Omust onpesesisieT, MOXKHO JIN BBITOJHITHL OOHOBJIEHNe firmware soKagbHO.
8. ITponycture nyukT LAN Controller

e Hacrpoiika no ymonrganuio: Enabled
e Pexomennyemas macrpoiika: Enabled

OTKJII0YeHe CeTeBOr0 KOHTPOJIJIepa BO3MOYKHO, TOJIBKO €CJIN BBIKJIIOUEH MO-
nynb ME (pexkum ynpasienus ME ycranosien 8 None). B arom cayuae yza-
JIEHHOE yIPABJIEHNE CTAHOBUTCS HEBO3MOMKHBIM.

9. Boibepure Intel ME Features Control.

a. Beibepure Manageability Feature Selection

e Hacrpoiika nmo ymorganuio: Intel AMT

e Pexkomenayemas mactpoiika: Intel AMT

Intel(R) Management Engine BIOS Extension v1.1.8.8888
Copyright(C) 2603-86 Intel Corporation. AIl Rights Reserved.
[ 1

Intel(R) Quiet System Technology
Return to Previous Hemu

[ESCI=Enit [t41=8elect [ENTER)=fccess

[ 1 NONE}
[#] Intel(R) ANT
[ 1ASF

e O §
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6 1 HauambHag macrpoiika AMT

b. IIponycrure Intel Quiet Systems Technology
e Hacrpoiika o ymosrgannio: Disabled
e Pekomennyemas nacrpoiika: Disabled

OTa HACTPOWKA BOOOIIE MCIOJIB3YETCS I YIPABIECHNST CKOPOCTHIO BPAIIe-
HHS BeHTHJIATOPA CHCTEMHOTO 0JI0Ka KoMmmbioTepa. B kommbiorepax HP ona me
HCIIO/IB3YETCS, PEryJINPOBAHNE CKOPOCTH BPAIEHUS BBIMOJIHIETCS APYTUME Me-
TOZAMU.

c. [Iponycrure Return to the previous menu

10. Beibepure Intel ME Power Control.

Intel(R) Management Engine BIOS Extension vi.1.5.8808
Copyright(C) 2883-86 Intel Corporation. A1l Rights Reserved
- INTEL(R) ME POMER CONTROL 1 .

Intel(R) ME ON in Host Sleep States
LAN Power Hell

Intel(R) ME Visual LED Indicator
Return to Previous Memu

&

. Beibepure ME State upon Initial Power-On u B Hém BoiOepure On

Hacrpoiika o ymomganuio: Off

e Pekomengyemas nactpoiika: On

Off — BBIKJIIOYEHO IIPU BBHIKIIOYEHHOM KOMITBIOTEPE, HO BKJIIOYAETCS [IPU
BKJIIOYEHUU

On — BKJIIOYEHO JazKe IIPU BBIKJIIOYECHHOM KOMIIBIOTEDE

ME State upon Inifial Power- ME ON in Host Sleep State Host Behavior

ON
Cn Always System will woke after G3 exit
On Never, $3, S3+54 System will not wake ofter G3

exit

Off Always, Never, 53, S3+54 System will not wake after G3

exit
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b. Boibepure ME ON in Host Sleep States u Boibepure Always
e Hacrpoiika no ymomganuio: Never

e Pexkomenmgyemasi Hacrpoiika: Always

ME ON in Host Sleep State Host Power State ME Power State

Always SO MO
Always S3, 54, S5 M1
Never SO MO
Never S3, 54, S5 Moff
Standby (S3) SO MO
Standby (S3) S3 M1
Standby (S3) S4, S5 Moff
Standby (S3) + Hibernate (S4) S0 MO
Standby (S3) + Hibernate (S4) S3, 54 M1
Standby (S3) + Hibernate (S4) S5 Moft

(c¢) IIpouycrure LAN Power Well

Oyukmusa LAN Power Well BrimosHena B kommnbioTepax HP ma anmapar-
HOM yDOBHE W TI03TOMY JIaHHAS OIIUs HE NCIOJIb3YeTCs.

(d) IIponycrure ME Visual LED Indicator

Nuaukarop akrusaoctr Moayiasd ME. Ilpu soimonuenun onepanumit ¢ ME 3a-
KHUTAeTCsd UHANKATOP HA MarepuHckoil miare. B kommpiorepax HP me mcmomb-
3yeTcs.

(e) Beibepnre Return to previous menu

11. BepHyThCsl B IpebLIyIee MEHIO, COXpaHuTh HacTpoiiku AMT. Kommbio-
Tep yHAET HA 1epe3arpysKy.

12. Beeaure Ctrl-P Bo Bpems 3arpy3ku POST.

13. Beeaure mapons aaa goctyna k MEBx.

14. Bribepute myukt Intel AMT Configuration.

Intel(R) Management Engine BIOS Extension vi.1.5.06880
Copyright(C) 2883-86 Intel Corporation. AIl Rights Reserved.
e [ INTEL(R) ANT CONFIGURATION 1

ICP/ 1P
Provisioning Server
Provigion Model

Set PID and PPS

SOL-IDE-R

el O}
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8 1 HauambHag macrpoiika AMT

15. Boibepute nyukr Host Name n BBeuTe NMs1 XOCTA.
16. Boibepure TCP /IP.
(a) B myukte Disable Network Interface eiGepnre N
b) B nynkre DHCP Disable soibepure Y
¢) B nyukre IP address seeaure IP-anpec ME
d) B nyukre Subnet Mask Bseaure cereByio macky ME
e) B uynukre Default Gateway Address BBejure 111103 110 yMOJIYAHUIO
ans ME kommnbioTepa
(f) B nyukre Preferred DNS Address npeanouunraemsiiit DNS-cepsep
(g) B nyukre Alternate DNS Address 3auacuoit DNS-cepsep
(h) B nyakre Domain Name Beegure momennoe ums ME kommborepa
17. Ilponycrure Provisioning Server.
18. Boibepute Provisioning Model.
(a) B nyukre Intel AMT 1.0 Mode Beeaure N
(b) B myukre Small Business sregnre Y

(
(
(
(

e Hacrpoiika no ymosuanuio: Enterprise
e Pexomenayemas nactpoiika: SMB

19. IIponycture Un-Provision.
20. IIpomycrure Hacrpoiiky VLAN

e Hactpoiika mo ymomganuio: Disabled

e Pexkomenmyemas nacrpoiika: User Dependent

B kagecrse 3nadenusi Homepa VLAN’a ucnonb3yiire ncino B auanasone 1-
4094.

21. Beiepure SOL/IDE-R

(a) Boibepure Y

(b) Beibepure mynkr Username and Password u BriGepure Enabled

e Hacrpoiika mo ymorganuio: Enabled

e Pexomenayemas nacrpoiika: Enabled
(c) Boibepure nyukr Serial over LAN u B uém Boibepure Enabled.

e Hacrpoiika o ymorganuio: Enabled

e Pexomenayemas nacrpoiika: Enabled

22. Boibepute nynkT Remote Firmware Update u ycranosure Bapnant
Enabled.

e Hactpoiika mo ymomuanuio: Enabled

e Pexomenayemas macrpoiika: Enabled



1.4 Hacrpoiika AMT B Enterprise pexxunme 9

Ora HACTPOIKaA pazpeniaer yaanéuno obHossaTh BIOS.

23. Boibepure Return to previous menu [jisi TOro 9TOObI BEIATH U3 Te-
KYIIEro MEHIO HA YPOBEHb BBIIIIE.

24. Broibepute Exit u maxkmure Y Ay TOro 94ToObI BBIATH W3 HACTPOUKH
MEBx ¢ coxpanenmem.

[Tocsie Toro Kak cucrema mepe3arpy3urcs, ona nepexonut ot dassr In-Setup
K daze Operational. Tenepb MOXKHO BBIIOJIHATH YIAJEHHOE YIIPABJICHHE CUCTE-
Mmoit uepe3 Web-unrepdeiic nan ynanéunyo koucoiasb ISV.

1.4 Hacrpoiika AMT B Enterprise pexxume

Tpebyer Haquuus cneruajbHOro cepsepa nacrpoiiku (Setup and Configuration
Server, S&CS), Takke u3BecTHOro Kak cepsep obecneuenus (Provisioning Server).
IIpouenypa nacrpoiiku momysiei yupasienus AMT komuboTepos B enterprise-
pexKuMe Ha3bIBaeTcs provisioning (Gimzkaiiiuuii nepeBos: obeciieuenue i cHab-
JKEHNe).
Omnmaaercsa or pexuma HacTpoiiku ME B pexkxume SMB Tem, uto rHeobxo-
JUMO 33/IaTh eIIé IBa MapaMerpa:

e Provisioning ID (PID)
e Provisioning Passphrase (PPS)

ITapamerp PID momxen cocroaTh n3 8 cuMBOJIoB, & PPS — u3 32 cuMBOIOB.
Kazxpie geTbIipe CHMBOJIA OTJETAIOTCS APYT OT APYTra CUMBOJIOM «-» W TIOJTyda-
€TCs 9TO HYKHO BBOIWTH 9 cmMBOJIOB i mapamerpa PID n 40 cumBonoB ajist
nna PPS.

ITapamMeTpbl TeHEepUPYIOTCS ABTOMATHIECKH C TIOMOIIBIO CEpBEPa HACTPONKM.

CyuiecTByeT Tpy pexKuMa HACTPOMRKU MHOXKECTBA KOMIILIOTEPOB:

e Legacy — ycrapesminii;

e IT TLS-PSK — ¢ ucnons3osannem S&CS, sumomnuarca IT-oTmemom KoM-
TTaHWN;

e OEM TLS-PSK — BbINOTHSAETCS TPOU3BOJUTETIEM.

1.5 Omakiouenue AMT (Bo3Bpar B uCXoaHOe COCTOsIHHE)

Copoc nacrpoek AMT u BO3BpaT CUCTEMBI B HCXOHOE COCTOsIHUE U3BECTEH Ha-
3BIBAETCSA UNPTOVISIONING.

JIj1st TOrO 9TOOBI BHIMOJHUTE €10 HY?KHO BBIOPATH COOTBETCTBYIOMINMA MTyHKT
B menio MEBx.

1.6 JomosiHuTesibHaa nH(OpPMaNNg

e Hawanbnas macrpoiika vPro! (amri.)

e vPro Setup and Configuration for the dc7700 Business PC with Intel vPro
Technology? (anri.)

Thttp:/ /xgu.ru/wiki/vpro/me
2http://xgu.ru/download /vpro-hp.pdf

Coreonie - [4a]
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10 2 VYunpasienue kommnbiorepoMm depe3 WEB-uatepdeiic AMT

2 YnpaBJiieHHe KOMIbLIOTEPOM depe3 web-mHTepdeiic
AMT

Web-unrepdeiic AMT — 6a308Bb1ii wHTEpPdEIC, TPU TOMOIIKM KOTOPOTO BO3-
MOXKHO yIPaBJIEHHE KOMIbIOTEPOM, TMOAjAepKuBatomumM rexuaogoruio AMT. B
posu web-cepBepa BbicTynaer ynpasisomuii Mmexanu3m (Management Engine,
ME) yupasisieMmoro koMmubiorepa; B posiu web-kiuenra — 6pay3sep, ¢ KOTOPbIM
paboraer aJMAHACTPATOP.

2.1 MHNcnoabzoBamume web-unrepdeiica

Vupasnenue cucremoit uepes AMT BO3MOXKHO TpU MOMOIIN web-cepBepa, BCTPO-
eanoro B ME kommbiorepa ¢ mommepzkkoit vPro. [Ijas Toro 9robbl BOCIOIB30-
BAThCS UM, HYKHO

e axrtuBupoBaTh AMT;
e ycranoButh IP-anpec na cereBoit maTepdeiic ME;
e YCTAHOBUTH IMApoJb Ha moctyn K ME.

IMocse Toro MoxkHO Obpaarhest Ha Web-unrepdeiic mo mopry 16992 (HTTP)
uim 16993 (HTTPS).

Bsenure maponb, 3amamubiit npu HacTpoiike ME.

U umst mosmb3oBaresist, U Napo/ib COBIAIACIOT C TEMH, KOTOPbIE BBl MCIIOJIb-
3yere 1pwm J0cTyne K Koucoau ynpasienus ME menocpencreenso.

IMocsie TOro Kak mMaposh BBEIEH, U ayTeHTU(DUKAIMS TPOiiaeHa, BbI MOJIyda-
ere mocryn K web-untepdeiicy AMT.

C 71eBoii CTOPOHBI SKpaHA HAXOIUTCS TAHENb, Ha, KOTOPOH MePEeInCIeHbI

e System Status (cocrosnue cucrembl);

e Hardware Information (undopmanus o xemnese);

e Event Log (>kypras cobbiTwii);

e Remote Control (yzanéuHoe yupasienue);

e Power Policies (nosuruku nuranus);

e Network Settings (cereBble HACTPOHKN);

e User Accounts (10Jb30BaTeIbCKAE YIETHBIE 3AMUCH )

Vaanéuaoe ynpasiieHHe CACTEMOT.

Cucremy MOXKHO BBIKJIFOUUTD WU BKIIOYUTE. [Ipu ucnonb3oBannu web-uurepdeiica
3arpyzkKarh MOYKHO TOJILKO C JIOKQJIbHBIX HOcUTeIel uHdopMmamuu (KECTKOro
nucka unu CD-npuBona), 3arpyska npu momornu nmporokosa IDE-R neBo3Mox-

Ha.

2.2 JdonmosHmTenabHasd mHoOpMarus

o Yipasienue KoMmubiorepoM uyepes Web-unrepdeiic AMT?

3http://xgu.ru/wiki/vpro/amt-web
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2.3 Ckpunmorsl web-uarepdeiica AMT

[ || Intel® Active Managem... &% | -

Intel®Active Management Technology

Log On

Log on to Intel® Active Management Technology on this computer.

Log On... |

. 08.35.100: 16992,/ Logon. htm [+]

ie 10,0,35,100:16992

Coreonie - [4a]
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2 VYunpasienue kommnbiorepoMm depe3 WEB-uatepdeiic AMT

_I ¢ Loading...

o |

Intel®Active Management Technology

User Name:

Enter username and password for "Intel(R) AMT
(ID:DSDOCIF5-ABB1-11DC-BEBDA-FEFEB923000F)" at http://10.0.35.100:16992

I admin

Password:

[ Use Password Manager to remember this password.

Cancel oK

aiting for 10.0.35.1

re 10.0.35.100:16992

[ || Intel® Active Managem... &% |

Intel®Active Management Technology

Computer: vproQ

System Status
Hardware Information
Systemn
Processor
Memory
Disk
Event Log
Remote Control
Power Policies
Network Settings
User Accounts

System Status

-
Fower off

IP address 10.0.35.100

Systemn 1D d5d0c1f5-abb1-11de-bbda-fe7ebd23000f

Date 3/20/2008

Time 1:34 pm

Refresh |

[

Copyright & 2005-2007 Intel Corp.

ad

Irtel® Active Managemert Technology firmware version: 3.0.1-build 1104

10.0.35.100: 1699
ie 10,0,35.100:16992

ndex. htm? [+]
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[

Intel®Active Management Technology

Computer: vproQ

System Status
Hardware Information
System
Frocessor
Memaory
Disk
Event Log
Remote Control
Power Policies
Network Settings
User Accounts

10. 0. 35, 100: 1699

|| Intel® Active Managem... &% |

System Information
Platform

Computer model

HP Compag de7800p Convertible Minitower

Manufacturer Hewlett-Packard
Version

Serial number CZCBO24Y6H
Systemn ID d5d0c1f5-abb1-11de-bbda-fe7eh323000f
Baseboard

Manufacturer Hewlett-Packard
Froduct name 0AACH

Wersion

Serial number CZCB024YeH
Assettag CZCB024YEH
Replaceahle? Yes

BIOS

Vendar Hewlett-Packard
Version TBEF1v01.04
Release date 07/18/2007
Supported functions FCI PnP

Upgradeable Shadowing is allowed

hw-sys.htm [+]

[

Intel®Active Management Technology

Computer: vproQ

System Status
Hardware Information
System
Processor
Memaory
Disk
Event Log
Remote Control
Power Policies
Network Settings
User Accounts

10. 6. 35.100: 1699

CereBbie
TexHonorum

FNEENME uwtwTe

|| Intel® Active Managem... &% |

Processor Information

Processor 1

Manufacturer Intel

Family Pentium® 4 Processor

Socket ¥U1 PROCESS0OR

Version Intel(R) Core(TM)2 Duo CPU EG550 @ 2.33GHz
1D 13829424153406473978

Maximum socket speed 6000 MHz

Speed 2300 MHz

Status Enabled

Upgrade method Unknown

Fopulated? Yes

hw-proc. htm [+]
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[ || Intel® Active Managem... &% | -

Intel®Active Management Technology

Computer: vproQ

System Status Remote Control
Hardware Information
System Power state: Off

Frocessor
Memary Send a command to this computer:

Disk * Turn power on Select a boot option:

Event Log MNormal boot
Remote Control

Power Policies

Boot from local CD/DVD drive
Network Settings Boot from local hard drive
User Accounts F

*Caution: These commands may cause user application data loss.

Send Command |

emote. htm [+]

[ || Intel® Active Managem... &% | -

Intel®Active Management Technology

Computer: vproQ

System Status Power Policies
Hardware Information
Systemn Select a power policy for Intel® AMT:
Processor
Memory
Disk " Desktop: ON in S0
%mm'-ﬂg trol " Desktop: ON in S0, 53
mote Control 3 A
Power Policies " Desktop: ON in 50, 3, S4-5
Network Settings - Desktop: OM in 50, ME WoL in 53
User Accounts " Desktop: ON in 50, ME Wol in §3, $4-5

- Desktop: OMin 50, 53, 54-5, OFF After Power Loss
- Desktop: OM in S0, ME WoL in 53, 54-5, OFF After Power Loss

Submit |

0.0.35.100: 16992/power. htm [+]
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[

|| Intel® Active Managem... &% |

Intel®Active Management Technology

Computer: vproQ

System Status
Hardware Information
System
Frocessor
Memaory
Disk
Event Log
Remote Control
Power Policies
Network Settings
User Accounts

. 0.35,100: 169

Power Policies

Select a power policy for Intel® AMT:

" Desktop: ON in SO

" Desktop: O in S0, 53

" Desktop: ON in S0, S3, S4-5

" Desktop: OM in 50, ME WolL in 53

" Desktop: OM in 50, ME Wol in 53, 54-5

" Desktop: OM in S0, 53, 54-5, OFF After Power Loss

€ Desktop: OM in S0, ME WolL in 3, 54-5, OFF After Power Loss

Submit |

Jpower.htm [+]

[

|| Intel® Active Managem... &% |

Intel®Active Management Technology

Computer: vproQ

System Status
Hardware Information
System
Processor
Memaory
Disk
Event Log
Remote Control
Power Policies
Network Settings
User Accounts

b
10. 0. 35.100:16992/ip. htm [+]

CereBbie
TexHonorum

FNEENME uwtwTe

Network Settings

Computer host name: }VPFOU

Daomain name: Iuni)-:.nt

FRespondto ping

Configure Intel® Active Management Technology network settings for this computer.

TCPRIP settings for wired connection
" Obtain IP settings automatically
& Usethe following IP settings:

IP address: IW
Subnet mask: IW
Gateway address: IW
Preferred DNS address: W
Alternate DNS address: I—

[ Use tagged VLAN

van: [

3

invent
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|

|| Intel® Active Managem... &% |

Intel®Active Management Technology

Computer: vproQ

System Status
Hardware Information
Systemn
Frocessor
Memory
Disk
Event Log
Remote Control
Power Policies
Network Settings
User Accounts

10.0.35.100: 16992/

User Accounts

Manage Intel® AMT user accounts for this computer.
Usernames:

Change... | Remove | Change Admin...

Anonymous access
Configure access for Intel AMT on this computer.
[+ Allow anonymous access for local user notification

[+ Allow anonymous access for endpoint access control

Submit |

acl.htm [+-]

|| Intel® Active Managem... &% |

Intel®Active Management Technology

Computer: vproQ

System Status
Hardware Information
Systemn
Processor
Memory
Disk
Event Log
Remote Control
Power Policies
Network Settings
User Accounts

User Accounts

User account added successfully.

Manage Intel® AMT user accounts for this computer.
Usernames:

New... Change... | Remowve | Change Admin...

Anonymous access
Configure access for Intel AMT on this computer.
[« Allow anonymous access for local user notification

[« Allow anonymous access for endpoint access control

10.0.35.100: 1699

Submit |

cl. htm? msg=65
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[ || Intel® Active Managem... &% |

Intel®Active Management Technology

Computer: vproQ

System Status
Hardware Information
System
Frocessor
Memaory
Disk
Event Log
Remote Control
Power Policies
Network Settings
User Accounts

10. 0. 35, 100: 1699

CereBbie
TexHonorum

FNEENME uwtwTe

Change User Account

User name: Permissions
user ¢ Administrator: Grant access to all pages.
Password:™

' Grant access to;

[+ Hardware Information

|« Event Log

[+ Remote Contral

*Minimum 8 characters with upper and lowercase, 0-9, and one of |@#8&*()

Confirm password:

Submit | Cancel |

ser. htm [+]

3
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3 MUcnoas3zoBanue AMT Commander

AMT Commander — oiHa U3 OCHOBHBIX IIPOI'PAMM, BXOSIIUX B KOMILTEKT
AMT Developer Toolkit, nabopa mporpaMMHoOro obecrnedenus Intel, npennasna-
YEHHOTO JIJIsl IEMOHCTPAIINU BO3MOXKHOCTEH VP10 1 1715 pa3paboTKu HOBOTO MPO-
rpaMMHOTO OOecredeHusi, UCIOb3yIomero vPro.

3.1 MNucranaauua AMT Developer Toolkit

Heobxomumo ycranosuts B cucreme Microsoft .NET Framework (>=2.0). ITocse
9TOro HEOOXOIUMO cKadarh u ycranosuTh Intel AMT Developer Toolkit.

B ero cocras BXOAuT HECKOJIBLKO IMpOTpaMM, riiaBHAs u3 KOoTopbix — AMT
Commander, nporpaMva IpeJHA3HAYEHHAS JIJisi YOPABICHUS YIAJIEHHONW CH-
cremoil nupu oMoty rexuonorun AMT.

Cmucok nporpamm, sxoasammux B cocras AMT Developer Toolkit:

e Intel AMT Commander — OCHOBHOI MHCTPDYMEHT JJIsI YIIPABJIEHUS
KOMIILIOTEPOM IIpH momomuu TexHoaorun Intel AMT;

e Intel AMT Defender — uncTpyMeHT i1 CO3MAHNASA W IPUMEHEHHS TIpa-
BuJ1 (pu/IbTPaLMKU cereBoro rpadpuka nupu nomoiy rextosoruu Intel AMT;

e Intel AMT Director — WHCTPpYMEHT [JisT YIIPABJIEHUsT KOMITHIOTEpAMHU
no AMT B Enterprise pexkume;

e Intel AMT Guardpost — serkosecubrii Qutpost, serial-arenr;

e Intel AMT Monitor — nporpamma, u3obpaxKkaromas rpapuyecKu, B
KAKOM COCTOSTHUE HAXOIWJIOCH [MUTAHUE HADOJIIOIAEMbIX KOMIBIOTEDPOB;

e Intel AMT Outpost Service Control Panel — nanesib s yupasJe-
uust mporpammoit AMT Outpost, serial-areHToM, KOTOPBIH UCTOIB3YETCS
IpH JIOCTyIe K KOMIBIOTEpY ¢ momoIpio Serial-over-LAN.

ITepen HauaaOM yCTaHOBKH yOeIMTECh, 4TO B cucTeMe ycraHosjen Microsoft
Windows .NET Framework 2.0. Ycranosure .MSI-naker AMT Developer Toolkit,
Moy YeHHbIil n caifta Intel man n3 Apyroro HamEKHOTO MCTOTHHKA.

[Ipn mHCTANIATINN UCTIOIB3YHTE BCe 3HAUEHUS TIPE/JIAraeMble MHCTAIIISTO-
pom. Bynyr ycranosnenst Bce kommonenTst Intel AMT Developer Toolkit.

ITocie Toro Kak WMHCTAJIAIMs 3aKOHYEHA, MOXKHO 3amyckarb Intel AMT
Commander.

CKPUHOIIOTHI POIECCa YCTAHOBKYU [PEJCTABICHBI HIUXKE.

3.2 HNcnoas3oBanue AMT Commander

HobaBbre KOMIIbIOTED (UM MHOYKECTBO KOMIIBIOTEPOB), KOTOPBIMU Bbl cOOUpPa-
erech yupasiaTh. [Ipu mobaBieHnn BbI TOJKHBI OyIeTe yKa3aTh Mapojib, yCTa-
HOBJIEHHBIH B xome HacTpoitku AMT uepes MBEx.

ITocste Toro TOro Kak KOMOBIOTED T00ABJIEH, JJIsi yIPABIEHUS UM HYXKHO
BBIMOJIHUTH MOJK/IIOYEHNE K HEMY.

st aroro maxkmure KHonKy Connect. ITocie Toro xkax coeannenme Oymer
yCTaHoBJIeHO, TeKcT Ha KHonke Connect 3amennrcs nHa Disconnect. Bor mo-
2KeTe HAXKATh HA 3Ty KHOIKY, KOIJa 3aKOH4YnTEe PAb0OTATH C KOIBIOTEPOM.
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3.2.1 VYmpasiieHHe NUTAaHUEM KOMIIbIOTEpa

[MocmoTpuTe MHAOPMAIUIO O KOMIBIOTEPE, a TAK¥KE MOMPOOYHTE € MOMOIIBIO
AMT Commander BBIKJIIOYATHb U BKJIIOYUTH €rO.

3.2.2 IlepenanpaBuenue Serial-koHcoJin

st nmepenanpassienus Serial-koncosu Boibepure B Mmenio Remote Command
7 B HEM TIepe3arpy3uTh ¢ momorbio Komanasl Reboot with Remoting.

Ha 9KPaHe JOJXKEH IMOABUTACA BBIBO yﬂaﬂéHHOI‘O KOMIIBLIOTEPA Ha KOHCOJIb.

Ecau Be1 xotmre mcnonp3oBars PUTTY s paboThl ¢ KOHCOJIBIO, HY2KHO
pasmecTuTh daiis putty.exe B karasore ¢ AMT Commander’om.

3.2.3 VYnanéuHag 3arpys3ka cuctembl ¢ momoimibio IDE-R

Ecau BBI XOTHTE 3arpy3uTh yIAJEHHYIO CHCTEMY C JIOKAJIHHOTO KOMITAKT-IHUCKA,
BOCIIOJIB3YHTECHh TexHosoruei nepenanpasienns IDE-R, npeanasznagennoit qis
nepenatpasienus IDE nosepx TCP/IP.

Hy:>xHO0 9T00BI IUCK, C KOTOPOTO BBl CODMPAETECH 3aTPY3UTh YAAJEHHYIO CH-
CTeMy, HaXOJUJICS B TIPUBO/IE.

3.3 HomoanurenpHas mHdoOpMalus

e Ucnonb3osanue AMT Commander?

e Intel® AMT Developer Tool Kit (DTK)® (anrn.) — pomantnss cTpaHuna

e Ylian Saint-hilaire (Intel)® (anrm.) — 610r Beaymero paspaboruunxa Intel
Developer Toolkit u Intel AMT Commander

4http:/ /xgu.ru/wiki/vpro/amt-dtk
Shttp://www.intel.com/software/amt-dtk/
http://softwareblogs.intel.com/author/ylian-saint-hilaire/

Coreonie - [4a]

FNEENME uwtwTe invent
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3.4 CKpMHHOIOTHI IIPOHECCA MHCTAJLIAINN W MCIIOJIb30Ba-
Hug AMT Developer Toolkit

3.4.1 VYcramoBka AMT Developer Toolkit

- “ -

Fle Edit W%ew Favorites Tools  Help

e Back = '\) L@ p Search

@1 Folders '

Address |$ 533 v| L
Folders £

@ Desktop
[f:| My Documents
= i My Computer
“eo Local Disk (1)
Lk COROM (D)
G’ Control Panel
125 Shared Documents
1) user's Documents
"Q My Metwark Places
:!J Recycle Bin

A '
ndows Installer Packag:

Click here to begin

T start
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File Edit View Favorites Tools  Help a.

@ Back ~ L) 2 () Search [~ Folders | [22%]-

& Intel AMT Developer Tool Kit

address |4 piy

Folders

@ Deskiop
D Iy Documents
=] & Iy Camputer
e Lacal Disk (C:) The installer will guide you through the steps required to install Intel AMT Developer Toaol Kit on your
s COROM (D1) compuiter.
G’ Control Panel
[E3) Shared Dacument:

Welcome to the Intel AMT Developer Tool Kit
Setup Wizard

12 user's Documents
& My Metwark Places
2/ Recycle Bin

X

WARNING: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program. or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

File Edit Wiew Favorites Tools  Help ﬁ.

@) Search

Q- O 3 :
ir Intel AMT Developer Tool Kit

Address \), =4}
Folders
@ Desktop
My Documents
= 3 My Computer

License Agreement

Lacal Disk (1) Please take a moment to read the license agreement now. If you accept the teims below, click. "l
L COROM (D) Agree”, then "Mext”. Othervise click "Cancel”.

G Control Panel
125) Shared Document:
50 user's Documents |INTEL SOFTWARE LICENSE AGREEMENT (Software Site
‘g My Metwork Places License]

:EJ Recycle Bin

[lE3

IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING.
Do not use or load this software and any associated
materials (collectiwvely, the "Software™) until you have
carefully read the following terms and condition=s. By
loading or using the 3oftware, you agree to the terms
of this Agreemwent. If you do not wish to so agree, do

nAr inarall Ar use rthe SAfrware. A
@ Do NE\%Agree Ol Agres
[ Cancel ] [ < Back Next »

Coreonie - [4a]
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Fle Edit ‘ew Favorites Tools  Help

&

i& Intel AMT Developer Tool Kit

eBack v \)

Address $ =R

i Intel® AMT Tool Selection

@ Desktop

[f:'| My Documents

= 3 My Computer
“e# Local Disk (C:) The Intel AT Developer Taal Kit contains many tools far setup, management and monitaning af
\,{ COROM (Dt} Intel AMT computers. Select which tools you wish ta install
G’ Control Panel
125 Shared Document:
123 user's Documents

‘Q My Metwark Places
:!J Recycle Bin

Intel AMT Management. Includes Intel AMT Commander, Defender, Director and Manitar,

Intel AMT Agents. Includes Intel AMT Outpost Tool, Dutpost Service and Guardport,

Other Tools. NetStatus, MetTraffic and USEFile

[ Cancel ] [ < Back ] | Hpe

Fil=  Edit Wiew Favorites Tools  Help ”

@) Search

eﬁack @ -J ﬁ

address |, oy

7 Intel AMT Developer Tool Kit

ekl Select Installation Folder
@ Deskiop
[EJ My Documents
=] 3 My Computer
““e® Local Disk (C:) The installer will install Intel AMT Developer Tool Kit to the following folder.
2k COROM (D:)
G’ Control Panel
|3 Shared Document:
123 user's Documents Eaolder

3 My Metwork Places C:\Program Fileshntelntel AMT Developer Toal Kity Erowse..
2| Recycle Bin

Inztall Intel &M T Developer Taool Kit for pourself, of for anyone who uses this computer:

Toinstall in this folder, click "Mext”. To install to a different folder, enter it below or click "Brawse™

() Everpone
(&) Just me

72 start
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File Edit ‘Wiew Favorites Tools  Help

e Back - d

Address \é =3

Folders

@ Desktop

My Documents
=] 3 My Computer

e Local Disk (22
L COROM (DY)
E} Control Panel
1) shared Document:
I5) user's Documents
My Metwork Places

:lj Recycle Bin

3]

(@) Search

Confirm Installation

The installer is ready to install Intel AMT Developer Toal Kit on your computer.

Click "MNext" to start the installation.

[ Cancel ] [ < Back ] ¥ ﬂex[\& |

File Edit View Favorites Tools  Help

e Back - L)\

address |54 Diy

Folders

@ Deskkop

D Iy Documents

%

wr

Installing Intel AMT Developer Tool Kit

= & Iy Computer

Local Disk {C:)
b COROM (D:)

G’ Control Panel
I5) Shared Document:
IC5) user's Documents
ﬁ Iy Metworl Places

2| Recycle Bin

Intel AT Developer Tool Kit is being installed

Pleaze wait...

:4 Start

CeteBbie
TexHonoruu

FeEsNME wEwTH

A
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Fle Edit ‘ew Favorites Tools  Help

Qe - O

Address $ =R

Folders

@ Desktop

[f:'| My Documents

= i My Computer

“ge Local Disk (22

L COROM (D)

E} Control Panel

125 Shared Document:

123 user's Documents

‘Q My Metwark Places
:!J Recycle Bin

Installing Intel AMT Developer Tool Kit

Intel 2T Developer Tool Kit is being installed

Please wait

< Back

Mext >

£ Internet
Internet Explarer

—‘) My Documents

@ E-mail

Outlook Express
“ 13N

e Windows Media Play:
"% Windows Messenger
'@ Tour Windows 4P

- Files and Settings Tr
D Wizard

All Programs B

’

14 start

@y s5etProgram Access and Defaults

W wWindows Catalog
ﬂ Windows Update

@ Arcessories

@ Games

@ Startup

@ Internet Explarer
W msh

@ Outlook Express

h Remate Assistance
@ Windows Media Player
a ‘windows Messenger
kﬁ windaws Movie Maker
fiE In

mEh{lecsecveee

Intel AMT Commandsr
Intel AMT Defender
Inkel AMT Director
Intel AMT Guardpost
Intel AMT Manitar

Inkel AMT Outposk

Intel AMT Cutpost Service Control Panel

Intel Net Status
Intel Met Traffic
Intel Resource Translator

Recent Changes,txt
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3.4.2 MHWcnoabsoBanue Intel AMT Commander

“ Intel® AMT Commander - Console Tool N =3

Fle Edt View Help

o Network

Network Discovery

Iy this window, vou can perform a scan to find Intel AMT
cqmputers

Windows Security Alert

¥ To help protect your computer, Windows Firewall has blocked
some features of this program.

Do you want to keep blocking this program?

amr)  Mame Intel® AMT Commander Console Tool
Publisher: Intel

EKeep Blocking ] [:Unblock 1 [ Ask Me Later

“Windaws Firewall has blocked this program from accepting connections from the
Intemet or a network. 1f you recognize the program or bust the publisher, you can
urblock it. When should | unblock & program?

‘l\
%

¥
15 Start

mander, - Console Tool

File Edit Wew Help

o Networl

Network Discovery

I this window, vou can perform a scan to find Intel AMT
computers on a specified range on IP addresses. The results
will appear in the Digcovered Computers field. You can add an
Intel AT Computer ta the known computers list on the left, but
selecting a discovered computer and selecting the Add
computer... button or by selecting Add Known Computer... if a
computers IP address is alleady known.

Intel AMT Dizcoveny

Start IP address | 10.0.35.100 Stan Adld Krown
EndIP addiess |10.035.100 Computer..

Discovered Computers

|l\
|

:4 Start oOn

Cereawie  [4a]

YuEENMA wenTE invent
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€ Intel® AM

ommander - Console Tool

Elle  Edit  Wiew

_/ Metwark

Help

Network Discovery

In this window, you can perform a scan to find Intel AMT
computers on a specified range on |P addresses. The results
will appear in the Discovered Computers field. f'ou can add an
Intel &M T Computer ta the known computers list on the left, but
selecting a discovered computer and selecting the Add
computer.

button or by selecting Add Known Computer... if a
computers |P address is already known

Intel AMT Discovery

Start |P address | 10.0.35.100
End P address | 10.0.35.100 i

Dizcovered Computers

Slat Camputer...

Add Knowin |

10.0.35.100 - Intel® Active Management Technalogy 3.0.1

<

|
Inkel® AMT Commander - Console Tool

| ™

© Intel® AM

File  Edit

View  Help
2 Metwork

Network Discovery

In this window, you can perform a scan to find Intel AMT
computers oh a specified range on [P addresses. The results
will appear in the Discovered Computers field. rou can add an
Intel AMT Computer ta the known computers list on the left, but
selecting a discovered computer and selecting the Add

computer... button or by selecting Add Known Computer. .. i
computers IP address is already known,

Intel AT Discoverny
Start IP addiess

End IP address

10.0.35.100
10.0.35.100

Statt ] \ Iédd Krown |
omputer...

&

[

|
i4 start o

Add Computer..
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Commander - Console Tool

File  Edit Vew Help

. Network

Network Discovery

In this window, you can perform a scan to find Intel AT
computers on a specified range on IP addiesses. The results
will appear in the Discovered Computers field. ‘You can add an
Intel AT Computer ta the known computers list on the left, but

€3 Add|Intel AMT Computer

Intel AMT computer hosthame or [P address 5 - |
[1003s100 | .-

Authentication

Usemamne |admin |
Password “ | Hide
Remember Password

Transpart Layer Security (TLS) is automatically detected and uzed when

available.

L] | &

Add Compute

Intel@ AMT Commander - Console Tool

ntel® AMT Commander - Console Tool

File Edit Wew Help

et Networl

Network Discovery

I this window, vou can perform a scan to find Intel AMT

computers on a specified range on IP addresses. The results
will appear in the Digcovered Computers field. You can add an
Intel AT Computer ta the known computers list on the left, but

€} Add Intel AMT Computer

Intel AMT computer hostname or [P address

[10.0.35100

Authentication

Usemame |admin

Paszword |"'"'"|

Remember Password

Transport Layer Security [TLS] is automatically detected and used when
available:

2

Add Computer...

14 Start ) Intel® AMT Comman.., D ndd Intel am

Cereawie  [4a]
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ommander - Console Tool

Eile  Edit VWiew Help

= Metwork

%

Fle Edit \Wiew Help

Connect & Control

In this window, you can connect ta an Intel AMT computer,
Once connected, you can control the computer remately,
remotely turh on or off the Intel AMT computer pou are
connected to, control network policies and filkers, boat the:
computer to a remate diive, view the hardware azset inventory,
and read the computer's event log. '

Connection | Remote Control | Management Engine || Networking|

Intel 44T Connection

IP / Hostname  [10.0.35.100

Username |adm|n

| Connect

Password

‘wieb Interface
‘wieb URL
‘wieh LI

| Femember

hittpe//10.0,35,100:1 6992
Urknown | =

= ) Metwork
149 10.0.35.100 / adrmin

Click here to begin
.4 start O} Inteli AT

Connect & Control

In this window, you can connect to an Intel AMT computer.
(Once connected, you can contiol the computer remotely,
remotely turn on or off the Intel AMT computer pou are
connected to, control network policies and filters, boot the
computer to a remote diive, wiew the hardware asset inventory,
and read the computer's event log '

Connection | Remote Control || tdanagement E ngine || Nelwurkiﬂgl

Intel AT Connection

IP / Hostname  [10.0.35.100

Username |admin

| Abort Connect

Password |uuuu

wieb Interface
‘wieb URL
wieb LI

| Remember

hittp://10.0,35.100:18932
Urknown | =
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AMT Commander - Console Tool

File  Edit Vew Help

= ) Network
199 10,035,100/ admin

mander, - Console Tool

Connect & Control

Ir this window, vou can connect ta an Intel AMT computer,
Once connected, vou can contral the computer remately,
remotely turn on of off the Intel AMT computer wou are
connected ta, control netwark, policies and filters, boot the
computer ko & remote drive, view the hardware asset inventory,
and read the computer's event log.

’

Cannection | Remote Control | Management Engine | Metworking|

Intel &MT Connection

| Disconnect

IP /Hostname  [10.0.35.100 |
Usernams |adm\n
Password | Remember

Wweb Interface
‘wieh LIRL
‘wieh LI

hitpe//10.0.35 10016332
Unknown Status | =

File Edit Wew Help

= (] Nebwork
=18 10035100/ admin
| ] Hardware Azest

1| Filters
|| Policies
| Watchdogs
I Hewuristics
) Data Storage
_J EventLog

€Y Irkel® AMT Camman. ..

CeteBbie
TexHonoruu

FeEsNME wEwTH

A

invent

Networking

Metwaork: filkers, policies and watchdog agents are all elements
of Intel AMT that allows For remote monitaring and contral of
retwork traffic. & network policy may containg none or more:
filters and only one policy can be active on a network interface.
Watchdog agent can be used to tigger a policy depending on
the state of an agent running on the target system.

Show Policy Monitor
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ommander - Console Tool

Eile  Edit VWiew Help

= Metwork
=g ¥ 10.0.35.100 £ admin
=k Hardware Asset
= -_f;! Camputer - Hewlett-Packard
(=B Motherboard - Hewlett-Pack
& BI0S - Hewlett-Packard
& Processor - Intel
s bdemory Banks
(=-Bi@ Hardware Modules
N - 3
=k MNetworking
|| Filters
|| Policies
| 'watchdogs
| Heuristics
| Data Storage
| EventLog

m Co

Hardware Device

Infarmation
“endor
3Com Corporation
Device
3C805 CX-TX-M Fast EtherLink for PC Management NIC
Device |D
00200
Rewision [D
74
Frog. Interface
0x0
Subclass
0x0
Base Class
Ox2
Subvendor |0

>

Fle Edit \Wiew Help

= ) Metwork
(=5 ¥ 10.0.35.100 / admin
(=l I Hardware Asset
(= 1y¥ Computer - Hewlett-Packard
(=B Motherboard - Hewlett-Pack
& BI0S - Hewlett-Packard|
& Frocesszor - Intel
s Memory Banks
(=B Hardware Modules
B@ 3Com Corporation -
= Networking
|| Filters
| Policies
| Watchdogs
|| Heuristics
| Data Storage
I EventLog

.4 Start o

Connect & Control

In this window, you can connect to an Intel AMT computer.
(Once connected, you can contiol the computer remotely,
remotely turn on or off the Intel AMT computer pou are
connected to, control network policies and filters, boot the
computer to a remote diive, wiew the hardware asset inventory,
and read the computer's event log '

Connection | Remate Control ManagEmEnIEnginE" Nelwurkiﬂgl

Remote Control

Serial-aver-LAN Enabled [=]
IDE Rediect Enabled (=1 | Taks Control
Redirection Port Erabled (=]
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@ Intel® AMT Commander - Console Tool

File  Edit Vew Help

= ) Network
=198 10.0.35.100 / admin
=+ Hardware Asset
=] -j'! Computer - Hewlett-Packard
=-B@ Motherboard - Hewlett-Pack
& BIOS - Hewlett-Packard
@ Proceszor - Intel
s bdemony Banks
(=Bl Hardware Modules
B 3Com Corporation -
=) Metwaorking
I Filters
I Policies
! watchdogs
| Heuristics
| DataStorage
| EventLog

Connect & Control

Ir this window, vou can connect ta an Intel AMT computer,
Once connected, vou can contral the computer remately,
remotely turn on of off the Intel AMT computer wou are
connected ta, control netwark, policies and filters, boot the
computer ko & remote drive, view the hardware asset inventory,
and read the computer's event log.

Connection | Remate Control | Management Engine |Natworking

tdanagement Engine
Computer Hostname ¢ Domain
Intel® AMT Yersion

BIOS Yersion

Management Engine Power
User Accounts

Interaction Type

Certificate & CRL Store
Ferberos Setup

Set Time:

Intel® AMT Commander - Console Tool |

wproQ.uniznt [

301

TEEF1 .04
OMin50,93 548 =
2 User dccounts [

EOQI[SD&F] only | =

0 Certificatefs) [
Disabled [

© Intele AMT mander, - Console Tool

File Edit Wew Help

= (] Nebwork
=18 10035100/ admin
[=)-1 ) Hardware Asset
=y ¥ Computer - Hewlett-Packard
(= B Motherboard - Hewlett-Pack
& BI0S - Hewlett-Packard
e Piocessor - Intel
s Memory Banks
(=Bl Hardware Modules
Bi@ 3Com Corporation -
=] Metwarking
I Filters
| Policies
_ Watchdogs
| Hewristics
| Data Storage
_| EventLog

Connect & Control

In thig window, you can connect ta an Intel AMT computer,
Once connected, you can contral the computer remately,
remotely turn on or off the Intel AMT computer pou are
connected to, control network policies and filters, boot the
computer to a remote diive, view the hardware asset inventory,
and read the computer's event log '

Cornection | Remate Control ManagemeﬂlEnginE‘ Metwarking |

Metwork Settings

4 anaged Interfaces
IP &ddiesses
DHCP Mode

Inkel@ AMT Commander - Console Tool|

"wfiedD”
10035100 | Advanced
Settings
False

CeteBbie
TexHonoruu

FeEsNME wEwTH

A
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3.4.3 IlepenamnpaBJjieHue I10CJI€IOBATEJILHOIO IIOPTA

Q Intel® AMT Terminal - 10.0.35.100

CP Redirect IDE Redirect o <unspecified>
apping JROM D:

Q Intel® AMT Terminal ...

Power State Transi

HE Compaq dc7800p Convertible Minitower

BIOS Version vw01.04 07/18/07

For boot menu, press «<F9> - Remote console users press ESCHY

For setup, press <F10> - Remote console users press ESCHD

To boot from network, press <F12> - Remote console users press BSCHAE

d

<unspecified>
D:

Y Intel® AMT Terminal ...
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® Intel® AMT Terminal - 10.0.35.100

Terminal ~ Edit R

Serial-over-LAN - Connected

Suomi
Francais
Deutsch
Italianc

n oo o
Hederlands
Horsk
Portugues
Gvenska
Ezspancl

TCP Redirect IDE Redirect

No Mapping

<unspecified>

Q Intel® AMT Terminal ...

-
€ Intel® AMT Terminal - 10.0.35.100

Full power (S0
Hewlett-Packard Setup Utility
Storage Security Power Advanced

| Set Time and Date |
| Flash &fystem RCM |

| Apply Defaults and Exit |
| Ignore Changes and Exit |
| Mave Changes and Exit |

TCP Redirect IDE Redirect

No Mapping

<unspecified>
D:

¥ Intel® AMT Terminal ... EN

Cereawie  [4a]

FuEBNME wENT R invent
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QIntel@ AMT Terminal - 10.0.35.100

ElE&

Serial-over-LAN - Connected
Intel (R} Matrix Storage Manager option ROM vw7.5.0.1017 ICHYR wRAIDS
Copyright (C) 2Z003-07 Intel Corporation. All Rights Reserved.

RAID Volumes:
None defined.

Fhysical Disks:

Port Drive Model Serial # Size Type/3tatus (Vol ID)
0 Hitachi HDS72168 PVEZ01ZERHXLMM T4_.5GRE Non-RAID Disk
4 Hitachi HD372Z168 PVELO1ZD3Z2YROM T4 .5GE Non-EAID Disk

Press

to enter Configuration Utility..Q

TCP Redirect
Mo M apping

i start

Q Intel® AMT Termi,..

€ Intel® AMT Terminal - 10.0.35.100
Terminal  Edit

Serial-over-LAN - Connected Full power (S0}

SN GRUB  wersion 0.95 (608K lower / 1001151K upper memory)

Uze the + and | keys to select which entry iz highlighted.
Fress enter to boot the selected 03, 'e' to edit the
commands before booting, or 'c' for a command-line.

TCP Redirect IDE Redirect o <unspecified>
Mo Mapping

Y Intel® AMT Termi...
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Serial-over-LAN - Connected

GNU GRUB wersion 0.95

| v

Press 'h' to boot, Te’

after {07 for before)

TCP Redirect IDE Redirect | Flop

boot sequence, 'c' for a command-line,

(606K lower / 1001151K upper memory)

kernel /boot/vmlinuz-2.6.24-1-686 root=/dev/sdal pci=nommconf
initrd Afboot/initrd.img-2.6.24-1-686

Use the ¢ and | keys to select which entry is highlighted.
to edit the selected command in the
to open a new line
the selected line, "d' to remove the

selected line, or escape to go back to the main menu.

Tt

(=]

<unspecified>
C D:

€} Intel® AMT Termi...

8% [ntel AMT Developer Tool Kit

File Edit View Favorices

@Eack 2 'd L‘ﬁ;

Toals  Help

pSearch [C_" Folders '

Address |[E] C:\Program Files\InkeliIntel AMT Developer Tool Kit

@ My Documents
=] 3 [y Computer
[= < Local Disk (C:)

I2) Documents and Settir

=l I5) Program Files

1= Common Files
15 ComPlus Applicati

X
~ es

II Intel AMT Guardport

[ .
@ Inkel AMT v 1",}

¥

(2} Inkel® AMT Commander Console Tool

NcnoapszoBanne PuTTY

A

invent

CeteBbie
TexHonoruu

FeEsNME wEwTH

7. 2 Interm @ Intel AMT

AJId IIOAKJIIOYEHUA

Full power (S0}
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@5 Intel AMT Developer. Tool Kit

File Edit “iew Favorites Tools Help

@Back @ ‘J l.ﬂ; pSearch H’:‘ Folders

Address ‘B C\Program FilesiIntefIntel AMT Developer Tool Kit

My Docurents
=] »;) My Computer
(= e Local Disk {C:)
1) Documents and Settir
(= I3) Program Files
I Common Files
153 ComPlus Applicati
= ) Intel
=) (53 Inkel AMT Der
hes
=
=i he

—~
12 Intel AMT f Intel AMT Guardport
i ]

k

s start 0z e C . 7. 2 Internet g @ Intel AMT D

Terminal  Edit  Re ‘ormmand ) Serial Agent

Serial-over-LAN - Connected

Copyrigh £ 121.0.0.1 - PuTTY,

FEATD W Copyvright (C) 2003-07 Intel Corporation. L11 Rights Reserved.

None d

RAID Volumes:

. WNone defined.

Physic
Port D Physical Disks: :D}'
o H Port Driwve Model Serial # Size Type/Status (Vol ID)

[u} Hitachi HD37:165 PVEZO1ZERHILMM 74.5GE Hon-RLID Disk

4 Hit]]

TCP Redirect IDE Redirect <unspecifieds>

e D:

= ' 127,001 ..

3arpy3Ka OIIepaL[HOHHOﬁ CUCTEeMBbI C IIepeHallpaBJIEHbIM KOHCOJIX Ha
HOCJIe,E[OBaTeJIbHBIﬁ mopT
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g Int;l@ AMT Terminal - 10.0.35.100 !

Terminal  Edit EgD ial Agent

Serial-over-LAN - Connected Full power {50)
[ Minimal BASH-like line editing is supported. For the first word, TAB
lists possible command completicons. Anywhere else TAB lists the pozsible
conpletions of a device/filename. ESC at any time exits. ]

Use the ¢+ and | keys to select which entry is highlighted.
Press 'h' to boot, "e’ to edit the selected command in the
boot sequence, "¢’ for a command-line, o' to open a new line
after ('0" for before) the selected line, 'd" to remove the
selected line, or escape to go back to the main menu.

IDE Redirect

TCP Redirect
Ho Manging__

st ®zmesn. -l

Flo <ungpecified>

il D

ial-over-LAN - Connected Full power (50)

hub 3-0:1.0: Z ports detected

ACPI: PCI Interrupt 0000:00:14.1([B] -» GEI Z1 {lewvel, low) -> IRQ 1@
uhei hed 0000:00:1d.1: UHCI Host Controller

uhci hed 0000:00:1d.1: new USE bus registered, assigned bus number 4
uhci hed 0000:00:1d.1: irg 16, 1o base 0x00002180

ushk ush4: configuration #1 chosen from 1 choice

huk 4-0:1.0: U3B hub found

hub 4-0:1.0: Z ports detected

ACPI: PCI Interrupt 0000:00:14.2([C] -» GSI 22 {level, low) -> IRQ 19
uhcoi hed 0000:00:1d4.2: UHCI Host Controller

uhci hed 0000:00:1d.2: new USE bus registered, assigned bus number 5
uhci hed 0000:00:1d.2: irg 19, 1o base 0x000021a0

ushk ush5: configuration #1 chosen from 1 choice

huk 5-0:1.0: U3B hub found

hub 5-0:1.0: Z ports detected

ACPI: PCI Interrupt 0000:00:1a.7([C] -»> GSI 22 {level, low) -> IRQ 19
ehei hed 0000:00:1a.7: EHCI Host Controller

ehci hed 0000:00:1a.7: new USE bus registered, assigned bus number 6
ehoi hed 0000:00:1a.7: debug port 1

chci hed 0000:00:1a.7: irg 19, 1o mem 0xf0lagB800

ehci hed 0000:00:1a.7: USB 2.0 started, EHCI 1.00, driver 10 Dec 2004
ush ush6: configuration #1 chosen from 1 choice

huk 6-0:1.0: USB hub found

<unspecified>
D:

Cereawie  [4a]

FEENME wenTr invent
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g Intel® AMT Terminal - 10.0.35.100

-o¥er-LAN - Connected Full power {50)
raidf: ssezZxl 4640 ME/s
raidé: using algorithm sseZxzz (4640 MBE/s3)
md: raidd personality registered for level &
md: raid5 personality registered for level 5
md: raid4 personality registered for level 4
Juccess: loaded module raidd5e.
success: loaded module raid5.
Success: loaded module raidé.
md: raidll perscnality registered for lewel 10
fuccess: loaded module raidl0.
Done.
Begin: Assembling all MD arravs ...
mdadm: Mo arrayvs found in config file or automatically
Failure: failed to assemble all arrays.
Done.
Begin: Executing udevtrigger agkain -
Done.
device-mapper: uevent: version 1.0.3
device-mapper: iloctl: 4.12 . 0-ioctl (2007-10-02) initialised: dm-devel@redhat.con
Done.
Eegin: Running /scripts/local-premount ...
Done.
EXT3-fs: INFO: recovery required on readonly filesystem.

TCP Redirect IDE Redirect Flappy <ungpecified>
D

L 02 ntei@a...

!E Intel®@ AMT Terminal - 10.0.35.100

Serial-over-LAN - Connected Full power (50)
md: raidll perscnality registered for lewel 10
fuccess: loaded module raidl(0.

Done.

Begin: Assembling all MD arravs ...

mdadm: Mo arrayvs found in config file or automatically
Failure: failed to assemble all arrays.

Done.

Begin: Executing udevtrigger again ...

Done.

device-mapper: uevent: wversion 1.0.3

device-mapper: loctl: 4.12 . 0-ioctl {(2007-10-02) initialised: dm-devellredhat.con
Done.

Begin: Running /scripts/local-premcunt ...

Done.

BEXT3-fs: INFO: recovery required on readonly filesystem.
EXT3-f=s: write access will be enabled during recovery.
kjournald starting. Commit interval 5 seconds
EXT3-fs: recovery complete.

EXT2-f=: mounted filesystem with ordered data mode.
Begin: Running /scripts/local-bottom ...

Done.

Done .

Begin: Running /scripts/init-bottom

TCP Redirect IDE Redirect

oping__

<unspecified>
D:
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Terminal  Edit mmand D
Serial-over-LAN - Connected Full power {50)
Done.
Begin: E =
a £ 127.0.0.1 - PuTTY

Done . 5 5 N 5

A Begin: Executing udevirigger again ...
device-m|pone.
device-m|device-wapper: uevent: version 1.0.3 T.oon
Done . device-mapper: ioctl: 4,12 .0-igetl (2007-10-02) initialised: dw-devellredharc. com)

. Done.
Begin: R Begin: Running /scripts/ local-premount
Done. Done.

EXT3-f=: |EXT3-fs: INFO: recovery reguired on readonly filesystem.
ExTi-fs: EXT3-f=: write access will be enabled during recovery.
kjournald starting. Commit interval 5 seconds

EXT3i-fs: recovery cowplete.

EXT3-fs: EZT3-fs: mounted filesystew with ordered data mode.
EXT3-fs: |Begin: Running /scripts/local-bottom

Begin: R Done.

kiournal

Done Done.
b Begin: Running /scripts/init-bottom ...
Done. Done.
Eegin: R sh-3.1#
Done . sh-3. 14
sh-3.1#
=sh-3.1# P

Sh-3.1# lan-3.14
sh-3.1# |sh-3.1#
sh-3.14 [sh-3.16
sh-3.1#

TCP Redirect IDE Redirect

@ 127.00.1- ...

Serial Agent

sh-3.1# CR4ar0.0.1 - PuTTY

| sh-3.1# grep getty Fetc/inittab

# so 1f grep getty fete/inittab

1:2245:r # /shin/getty invocations for the runlevels.

23 g # so if you want to add more getty's go ahead but skip tty? if you run .
.03, 1:Z345:respawn:/shin/geccy 35400 toyl
4
5
=

Z:Z3:respaun:/shinfgetty 38400 tty2
treapawn: fshin/getty 35400 ttyl
irespawn:/shin/getty 35400 tuyd
rrespawn: /sbin/getty 38400 toyS
G:Ziirespavn:/shinfgetty 358400 ttve
# Example how TO put & getty on & serial line (for a terminal)
#T0 231 gT0:23 :respawn: /shin/getty -L tty30 9600 w100
#T1:23:r #Tl:23:respavn:/shin/getty -L ttyS1l 9600 vtl00
4 Exampl # Example how To put & getty on & modem line.
GT3: 23 #T3:23:respawn:/sbhin/mgetty -x0 -5 57600 tty33

sh-3.1#
Sh-3.1# |sn-3.1# sed -i 'sE*HTIBTIR' /ete/initrab
=h-3.1# |sed -1 'sE*#TL1ATIE' /etc/initesh
sh-3.14 [sb-3.1%

» -

=h-37.1# sh—S.}ﬁ grep Tl fetefinittab

grep *T1 /fetc/inittab
T1:23:re Tl:23:respavn:/shinfgetty -L ttySl 9600 wtloo
=h-3.1# |sh-3.14

YN S Lo PELH |

<unspecified>
D:

@ 127.00.1 - ...

Cereawie  [4a]

FEENME wenTr invent
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4 Intel VT-x: Windows XP B Xen

3ech paccMaTpUBAETC MPOIEAYyPa MOJArOTOBKY U 3airycka goMeHa ¢ Windows
B CHCTEME BUPTYyaIH3alnuy Xen Ha 1ardopMe ¢ alIapaTHoil MOIIePKKON BUP-
ryammsanun (HVM).

4.1 IlpeaBapurejblbie TPeOOBAHUSA

B nepryto ouepens, qus ycranosku Windows XP, kax u j1000i# ApyToit cucTemMbl
C 3aKPBITHIM KOJOM, HEOOXOMMa MOJIepPKKa IeHTPATHHBIM TTPOIECCOPOM TEX-
Hosioruu Bupryasusanuu Intel® Virtualization Technology (VT) wiu Pacifica
(AMD). Tlonuepxkka annapaTHoil BUpTyajau3anuu J0xkHa 6bith u 'y Xen. Ilpu
cOOpKe U3 MCXOTHBIX TEKCTOB MOHAJI0OUTCS YyCTAHOBUTH B CHCTEMY:

e dev86 — Accembiiep W KOMIOHOBIIUK JIJIsI PeATbHOrO pexxkunma 80x86.
Oror naker Heobxoaum st cbopku kona BIOS, 3anyckaemoro B (Bupry-
aJbHOM) peaibHoM pexkume. Eciu naker dev86 nenocryuen s x86 64,
TO MOXKHO MCTIOJIH30BATh 1386 BepCHIO.

e LibVINCServer — Hemomudunupyembrit VGA mucrieit, kiasuarypy u
MBIITb MOXKHO BHPTYAJU3UPOBATH C TMOMOIIBI0 OMOJINOTEKH VIICSErver.

e SDL-devel, SDL — Ecnu nmakerst SDL u SDL-devel we 6buiun ycranos-
JIEHBI 110 YMOJIYAHUIO, TO B3sThb MX MOKHO U3 CHCTEMbI IIOPTOB UM CKOM-
MUIUPOBAB U3 UCXOIHBIX TEKCTOR.

ITpu BInOHEHUY BhIeyKa3auHO npouemypbl Ha Debian GNU /Linux neo6-
XOJAUMO y4ecTb, 4ro naker dev86 B Debian pasbur na asa nakera — bin86 u
bce — u nepen, komnuisinyred Xen u3 apxXuBa UCXOIHBIX TEKCTOB JOJIZKHBI OBIThH
YCTAHOBJIEHBI 006a ITU TTAKETA.

4.2 Koudurypanuonusiii daiia gomeHna

B Tepmunonorun Xen rocreBbie TOMEHbBI, HCIOJHAIONINECT B PEKUME AIMMAPAT-
HO# BupTyanu3anuu HazbBaoTcs HVM-gomenamu. [Ins obmerdenus mporecca
KOH(UTYPHUPOBAHKS CYIIECTBYeT IpPUMeEp KOH(MUTYypaIMOHHOro ¢aiiia TaKoro
JloMeHa ([IpK yCTAHOBKE U3 UCXOJHUKOB OH Ha3biBaeTcs /etc/xen/xmexample. hvm;
OpU YCTAHOBKE U3 TIAKETOB IyTh MOXKET ObITh ApyruM). B mHéM momumo onmmit
HCIIO/IB3YOIINXCS B TAPABUPTYAJbHBIX JTOMEHAX €CTh U CyTy00 CrernuduaecKue:

e kernel - VMX firmware loader, /usr/lib/xen/boot/vmxloader

e builder — ®yukiuu cbopku momena. VMX-IoMeHBI HUCTOIB3YIOT VIMX
builder

e acpi — Bazeiicrsyer ACPI VMX-zomena, 1o ymoaganuto pasao "0" (or-
KJIIOY€EHO)

e apic — 3ageiicrsyer APIC VMX-uomena, 1o ymonuanuio pasuo "0" (or-
KJIIOYEHO)

e pae — 3azeiicreyer PAE VMX-nomena, no ymomyanuio pasao "0" (or-
KJIIOY€EHO)
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vif — OnmuonansHo onpenensier MAC ajpec u/mim pekuMm Mocrta st
cereporo unrepdeiica. Ecnu 3navenne MAC ne ykazaHo, T0 Ha3HAYaeT-
ca caydaitaeiit agpec. EcTh BO3MOXKHOCTE 3a7aTh mapaMeTp type=ioemu
i ucnosb3oBanus ioemu B VMX NIC. Eciiu 310 3HadeHnue He oupeje-
neno, 10 vhd ucnonb3yercs kKak B mapaBupTyaabHbIX("HOpMaIbHBIX", C
MOAUMDUIUPOBAHHBIM SIZPOM) TOMEHAX.

disk — Ompenensier IUCKOBBIE yCTPOHCTBA, K KOTOPHIM T'OCTEBOW JIOMEH
JIOJIPKEH UMEeTh JOCTyN. Kcau mis qoMeHa ucmob3yercs (Du3n9IecKuii Ho-
CUTEJIb B KAYECTBE JUCKA, TO OH JOJIXKEH OBITH OIMCAH CTPOKOW THIIA:

phy:UNAME, ioemu:DEV,MODE,

rae UNAME — uma ycrpoiictBa, DEV — nma gucka, Kak ero sugut gomMed u MODE

NpUHUMAET 3HadeHus r id read-only m w s read-write. Ecin 3To 3nadenune
HE OMpeeIeHO, TO i0emu HUCIOJIB3YETCs KAK MApaBUPTYAJIHHBIX TOMEHAX.

Ecnu ucnmonp3yercs obpa3 aucka, TO CTPOKA, MPUHUMAET BUI:

file:FILEPATH, ioemu:DEV,MODE

Ecnu ucnonb3yercs 60abie OMHOTO AWCKA, TO OHU PA3AE/IAiOTCs 3amsaTOlH.

Hampumep:

disk = [’file:/var/images/imagel.img,ioemu:hda,w’, \

>file:/var/images/image2.img,ioemu:hdb,w’]

cdrom — O6paz CD-ROM. Ilo ymonwanuio, A7 Domain0 3To 3Hadve-
Hre paHo /dev/cdrom. Buyrpu VMX-gomena CD-ROM 6yzier BuieH Kak
/dev /hdc.

boot — Barpyska ¢ floppy (a), hard disk (c) uiu CD-ROM (d).

device model — Uncrpyment smynanuu ycrpoiicts q1a VMX-momena.
MoryT 6bITH U3MEHEHBI TapaMeTpPhl, TPUBEIEHHbIE HIXKE.

sdl - BageiicrByer 6ubsmoreky SDL jjist orobparkenus rpaduku, mo ymos-
gauuio pasao "0" (OTKIIIOUEHO)

vnc — 3ageiicryer 6ubiaunoreky VNC miisi orobpaxkenusi rpaduku, 1o
ymosrganuio pasuo "0" (oTKI09€eHO)

vncviewer — Ecsin vinc=1 u vncviewer=0, 1mojib30BaTe/Ib MOXKET UCIOJIb-
30BaTh vncviewer s monkaiovenns Kk VMX-nomeny. Hanmpumep:

$ vncviewer domainO_IP_address:VMX_domain_id

e ne2000 — 3azeiicrByer pexum coBMmectumoctr ne2000, MO yMOTIAHUIO

pasuo "0" (OTKJIIOUEHO, UCIONIb3YeTCs penet)

e serial — IlepenanpaBienne mocies0BaTeILHBIX TOPTOB TOCTEBOTO IOMEHA

Ha peaJjibHOe YCTPOHUCTBO.

e usb — Brurouenune nogmep:xku USB 6e3 ykazanus cnenuduaeckoro yecTpoii-

crBa. [lo ymomyanuio ata GyHKIMSA OTKIIIOUEHA, B CIy4ae ¥Ke Olpe/IeIeH s
mapamerpa ushdevice, ee HeobxogMMO 3a€HCTBOBATD.

forvarorm L

...... invent
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e usbdevice — Brirodenne momiaep:kKu KOHKPETHBIX ycTpoiicTtB. Hampu-
Mmep, nozaepKka Mpiirm PS/2 yepes USB:

usbdevice=’mouse’

e localtime — Ycranoska nokanbuoro spemenu. [To ymosganuio pasao "0",

r.e UTC
e enable-audio — IToxuepzkka 3Byka. Haxonurcs B paspaborke.

e full-screen — Ilomgnep:kka mOTHOIKpAHHOTO pexknMa. Haxomurcs B pas-
paborke.

e nographic — JIpyroii crnocob nepeHanpaBuTh BbIBOJ, Ha IIOCJIEI0BATE b=
wbiit mopt. B arom caygae omrun ‘sdl” mimm 'vine’ me paboraror. Mcnomb3o-
BAHUE JTAHHOTO PEYKUMA, HE PEKOMEHIYeTCs .

4.3 IlIpomepka Ha moanep>kkKy VMX

Iocsie 3arpy3ku camoro Dom( y6enumvcsa B manuuuu noagepxkku VMX (mpo-
neccopsr Intel):

# xm dmesg | grep VMX
(XEN) VMXON is done
(XEN) VMXON is done

(XEN) VMXON is domne
(XEN) VMXON is done
(XEN) VMXON is done
#

Ecsu ucnosbsyercs npoueccop AMD:

# xm dmesg | grep -i svm
(XEN) AMD SVM Extension is enabled for cpu O.
(XEN) AMD SVM Extension is enabled for cpu 1.

B obmem cryaae:

# xm info | grep caps
hw_caps : 178bfbff:ebd3fbff:00000000:00000010:00.....
xXen_caps : xen-3.0-x86_32p hvm-3.0-x86_32 hvm-3.0-x86_32p

hvm-3.0-x86 32 rosoput o Tom, uro XEN ycmentno obHapy K TpoIeccop,
KOTOpBIi nogaep:xupaer Texnojgorun Intel VT uau AMD-V.

Ecmm y Bac apyroe coobrenne, 1o npoBepbre HacTpoiiku BIOS u 3ameii-
CTBYIiTe NOAJEPKKY allllapaTHOU BUPTYAIU3AINN, €CIAA OHA BBIKJIIOYEHA.
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4.4 Cozmanme AUCKOBOTO pa3JjieJia JJid TOCTEBOM CHUCTEMBI

Coznaem obpa3 mucka Xen:

# mkdir -p /root/xenimages
# cd /root/xenimages
# dd if=/dev/zero of=WS128.img bs=1M count=4096

Taxxke HE0OX0IUMO co31aTh is0-00pa3 cucrembl WinXP — ServicePack2. B
JIAHHOM CJIydae, pa3MecTHM ero B Kkarajore /root/xenimages.
Ha ocuose stamornoro ¢aiiia KOHPUTypaIun CO3a, UM CBOM COOCTBEHHDII:

# cat /etc/xen/winXP128

kernel = "/usr/lib/xen/boot/hvmloader"
builder=’hvm’

memory = 512

name = "WinXP128"

vcpus=1

pae=0

acpi=0

apic=0

cpus = ""

vif = [ ’type=ioemu, bridge=xenbr0’ ]
disk = [
’file:/root/xenimages/winXP128.img,iocemu:hda,w’,
’file:/root/xenimages/en_winxp_pro_with_sp2.iso,ioemu:hdc:cdrom,r’
]

on_poweroff = ’destroy’

on_reboot ’destroy’

on_crash ’destroy’

device_model = ’/usr/lib/xen/bin/qemu-dm’
boot=’4d’

sd1=0

vnc=1

vncviewer=0

stdvga=0

serial=’pty’

ne2000=0

O6paruTe BHEMAHWE HA TO, YTO YKA3aH MapameTp boot=d, 4To HEOOXOAMMO
JIJI yCTAHOBKU. Briociencreuum ero HeoO6X0auMo 3aMeHuTh Ha boot=’c’. JlocTym
K rocTeBoMy momeHy Oymer ocymiectBisaTbes depe3 VNC, ncmomb3oanune SDL
HE MPEeIOIAraeTCs.

4.5 3amycK J0MeHa M WHCTAJJIAINUsI TOCTEBOIl CUCTEMBI

Hauunaem ycranoBky u mnogcoeauasieMcs K jgomeny ¢ nomoribio VNC — cpasy
[OCJIe CO3/IaHUs JIOMEHA HOJAKII0OY9aeMCs K HEMY C IIOMOIIBIO VIcviewer.

# xm create -c /etc/xen/winXP128
Using config file "/etc/xen/winXP128".
Started domain WinXP128

forvarorm L
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Iloakmrouenne k VNC:
%$ vncviewer localhost:0

C ycraHOBKO# MOryT OBITH mpoOseMbl. MOXKHO MOMpoOOBaTh PEIUTH MTPO-
O/ieMy Tak: Ha SKPAHE YCTAHOBKH, MMpEJIaraiomieM Haxkarb F6 s ycTaHOBKHU
SCSI wiu RAID wonTposnepa, Hamo Haxkatb F5 u BeiGpars myskT Standard
PC u3 npe1j102keHHOT0 MEHIO.

ACPI Multiprocessor PC

ACPI Uniprocessor PC

Advanced Configuration and Power Interface (ACPI) PC
Compaq SystemPro Multiprocessor or 1007 Compatible PC
MPS Uniprocessor PC

MPS Multiprocessor PC

Standard PC

Standard PC with C-Step 1486

Other

IToce Toro, kak mporpamma ycranoBku Windows ordopmarupyer Iuck u
CKOITUPYeT HA Hero HeoOxoauMbie (bailjibl, BHIMOIHIETCA epe3arpy3ka. Cormac-
HO HamreMmy (aiay KOH(PUTYPAIU, BAPTYATbHAS MAIIHHA OyIeT 3aKPhITa U HAM
NPeSOCTABUTCA Yy/ladHad BO3MOXKHOCTH OTPEJaKTUPOBaTh lapamerp boot=’c’,
[I0CJIE 9ero 3allyCKAEM BUPTYAJIbHYIO MAIIMHY U COEIUHSIEMCH C KOHCOJIBIO:

%# xm create /etc/xen/winXP128
Using config file "/etc/xen/winXP128".
Started domain WinXP128

VNC:

%$ vncviewer localhost:0

4.6 3amyck y>ke ycraHoBjienHoii Windows B qomene Xen

VNC: HVMXEN-win2k

& Cooncroa cucrem: [-[]

i i u |
Otuwe |  Ceresamimermuowawn | Dbopacsawe

Crerena
Microsoft Windows 2000

S0071%
Service Pack 4
Manecoearcae:
- ciivika -
. . &
67503-0000000025-00225
Iy

Konesarep:
AMD Athlon(tm) 64 Frosessor 30
[

AT/AT COMPATIBLE
523 B00KE 03

ok | omena | e |
Ane| | EEHM LB H @@ T 2

one « » clint@serzh: ' clint@serzh: | WNC:HVMXE - GIMP

*aTUO0 150

- Crow. KaW < r 18:02
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Onepayuonnasn cucmema Windows odnozo rocma, sanyuennas 6 domene Xen
Ha dpyzom xocme

Ecin Ha KOMIBIOTEPE YCTAHOBJIEHO JIBE ONEPAIMOHHBIE CUCTEMBI, U OHA W3
nux 310 Xenolinux (Xen + Linux), 10 BTOpyio MOXKHO 3a1lyCTUTh KAK [10Jb30Ba~
Tensckuit qomen Xen. Ecim omeparmonnas cucreMa yCTaHOBIEHA HE JIOKAIBHO,
a Ha, IPYrOM KOMIIBIOTEPE, €€ TOKe MOYKHO 3alyCTUTh B JOMEHE Xen, TOJIBKO JIJIst
9TOT0 HEOOXOIMMO KAK-TO JIaTh BO3MOXKHOCTH JOCTYTIA CUCTEME BHPTYAJIU3AIUN
K 00pa3y yCTaHOBJIEHHONH CHCTEMBI, TaK 9TOObI, TPYD0O rOBOPS, BUPTYATbHBIN T0-
MEH YBHJIE JUCK. DTO MOXKHO CJesiaTh, Hanpumep, ¢ nomoribio Aok wmm iSCSI.

4.7 IlapaBupTyanbHble apaiiBepPbI

-iix
File  Action Wiew Help
2B ES 2B <xRE

"¢ System speaker -]
_J Syskem timer

_J Terminal Server Device Redirector

_J #en PCI Device Driver

_J #en PCI Device Hider Driver

Q Universal Serial Bus contrallers
-
| | »

Oxno Device Manager 6 Windows ¢ yecmanosaennovimu c60600HbLMU
NAPABUPMYAALHHMU OPATIEEPAMU

Annaparnas supTyanusanus 6epér Ha ceOst OCHOBHBIE TPYIHOCTH TIO Mepe-
KJTIOYEHNI0O KOHTEKCTOB TOCTEBLIX OTMEPAIMOHHBIX CHCTEM U XOCT-CHCTEMBI, HO
oHa HuYero (IOKa 4YTO) He JeJaer Jjid yCKopeHus BBoza,/BbiBoga. Kak Tosibko
3aza4a Tpebyer BBOJA/BbIBOJIA JI00ast CUCTEMA BUPTyaiu3alun (HO He I1apaBup-
ryasiusanuu!) CylIeCTBEHHO 3aMe/yisier CBOI0 pabory.

O/ Ha U3 TIIABHBIX TPUYUH PA3pabOTKU U UCIOJIb30BAHUS TAPABUPTYATBHBIX
JpaiBEPOB — BO3MOXKHOCTDH CYIIECTBEHHOI'O MOBBIIMIEHHS ITPOU3BOIUTETLHOCTH
pabOThI TOCTEBBIX CHCTEM, PAOOTAIOIMINX B PEXKIME TTOJTHON BUPTYATMIAIIH.

Bo Bropoit nonosure 2007 roga nOABUINCH [I€PBasd Peasn3alus CBOOOTHBIX
mapaBUpPTyaabHBIX apaitBepos mox Windows, caenannas Ixeiimcom Xaprepom
(James Harper).

B konue 2007 roza soiwia Bepcus 0.5.0 apaiiBepoB, KOTOpbIE MOXKHO Pac-
CMATPUBATh KAK HKCIIEPUMEHTAIbHBIE. IX MOXKHO CTABUTH B BUPTYAJIHHYIO Ma-
IIAHY W UTPATHCA C HUMU, HO UX MOKA 9TO HU B KOEM CJIy4ae He CTOUT UCIIOJIb-
30BaTh Ha MPOU3BOIACTBEHHBIX CHCTEMaX.

B macrosmmmit MOMEHT CBOOOIHBIE MAPABUPTYAJbHBIE IpaiiBephl Xen s
Windows maxonsarcss B KpaiiHe ChIDOM COCTOSIHUW W MOT'YT HCIOJIb30BATHCS WC-
K/TIOYATETbHO B 9KCIEPUMEHTATBHBIX TE/IsX.

4.8 TIIpobpoc PCI-ycrpoiicte BHYTps gJomeHa Windows

Hauwnnas ¢ Xen 3.2.0 npu HAM9Iun B CHCTEME ANAPATHONW MOAJIEPKKNA BUPTY-
anm3anyn BBoza/BeiBoA Intel VT-d (He myTarh ¢ BUpTyanm3ammedi mporeccopa
VT-x!) cymecrByer BO3MOXKHOCTD BBIOJHATH MOHONOJbHOE Bbiaesenue PCI-
ycrpoiicTBa moMmery Xen. Pambime 370 ObLIO BO3MOXKHO 1151 TaPABUPTYATBHBIX
Cetesbie [}5/3
TexxHonoruu

FEENME wenTr invent
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JIOMEHOB, HO OBLIO HEBO3MOXKHO 11t HVM-10MeHOB, & HMEHHO B TAKOM HCIIOJI-
usiercs Windows.

Ipu Bemonarenun npobpoca PCl-ycrpoiicrea Windows paboraer ¢ Hum Ha-
HPSAMYIO, Ha IIOJHON CKOPOCTH, U UCIOJIb3Ysi COOCTBEHHBIE JpaliBepa. JTO HO3BO-
JisteT 00OUTH MPOOJIEMBI C TIPOU3BOIUTEIHFHOCTHIO, KOTOPHIE €CTh MIPU IMYJISIIUN
YCTPOUCTB, & TaK¥Ke 33efiCTBOBATH BCE BO3MOXKHOCTH YCTPOMCTBA, O KOTOPBIX
3HAET JpaiiBep.

IIpu BhImEsIEHUY yCTPONCTBA TOCTEBOMY OHO CTAHOBHUTCS HEIOCTYITHBIM JIJIs
nomena ( u MCIOIb3yeTcsi TOCTEBBIM JOMEHOM MOHOIIOJIBHO.

I'padudeckuii afanrep sBASETCS OYEHDb CHEIU(MUIECKUM YCTPONCTBOM, MO-
HOTIOJIBHOE BBIZEJIEHNE KOTOPOTO MOKA He MOAAEP:KUBAETCS. JTO 03HAUALT, ITO
zamyckarb Counter Strike BHyTpu rocreBoro momera Xen u mpu 3TOM HAIIPSIMYIO
HCIT0JIB30BaTh rPa(UIEcKyi0 KAPTy MOKA HE IOy IUTCS.

4.9 JonosHuTtesbHada mHPOpPMaANNA

e Windows XP B Xen”

Thttp://xgu.ru/wiki/xen /winxp


http://xgu.ru/wiki/xen/winxp
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5 Intel VT-x: Windows Vista B Xen

3/1ech paCcCMaTPUBAETCSA TPOIECC MHCTAIIISINE U 3aMyCKa BUPTYATHHON Mallu-
ubl o, yupasierauneMm B MS Windows Vista BHyTpHu mOJTHOCTHIO BUPTYATH3UPO-
BAHHOI'O JIOMEHA XeN Ha MAIIUuHE C HO/IEPXKKOIl MPOIECCOPOM aPXUTEKTYPHBIX
pacumpennii supryamusainuu (HVM). OTaenbnoe BHUMAHUE YAEIAETCS PEIIe-
HUIO TPOOJIEM C CETHIO BHYTPHU BUPTYAJbHON MAIHHBHI.

5.1 Tloaroroska XOCT-CHUCTEMbI

Bebinosnure noaroropky xocr-cucrembl (momena 0 Xen) Kak ONKMCAHO HA CTPa-
aure Mucrannsnusa Xen uim IpyruM CrocoboM.

B xome uncramnisanun Windows mocTyn K BUPTyasbHON Marmmae OymeT ocy-
mecrBaarbesa depe3 VNC-cepsep, Berpoennbiit B Xen. Ilo ymomganuio cepsep
npuss3ad K unrepdeiicy loopback u gocrynen Tosibko no agpecy 127.0.0.1.

Eciu weobxomumo paborars ¢ VNC-KOHCOMBIO € APyroil MANTAHBI, MOKHO
MOWTH JIBYMSI ILyTSIMU:

1. (6osee Gesomacusrit) Ilepenecrn mopr VNC Ha Heé ¢ nomommpio SSH (cwm.
nozapobHee Ha crpanute SSH);

2. (6osee npocroit) Paspemurs gocryn k. VNC-KOHCOH € APYyTUX MAIKH.

st 310r0 Hy2KHO OTpesakTupoBarb daitn /etc/xen/xend-config.sxp, B Ko-
TOPOM HAATH ¥ M3MEHUTH LaPaMETPhL:

(vnc-listen ’0.0.0.0?)
u
(vnc-password ’PASSWORD’)

Ecnu nocienuuit mapameTp He yctaHoBuTh, qocTyt no VNC Gyzer paspernén
6e3 mapoJs.

5.1.1 IIpoBepka Ha moaaep>kky VMX-pacuimpenunii

Xocr-cucrema nosmkaa nogaep:Kusarh VMX-pacmupenus npoueccopa (cm. Am-
naparHbie TpeboBanua Xen).

Yo6enurbes B Haaudnn noggaepRkn VMX MOXKHO Tak.

st mporteccopos Intel:

# xm dmesg | grep VMX
(XEN) VMXON is done
(XEN) VMXON is done

(XEN) VMXON is done
(XEN) VMXON is done
(XEN) VMXON is done
#

Ecnu ucnonssyercs nponeccop AMD:

forvarorm L
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# xm dmesg | grep -i svm
(XEN) AMD SVM Extension is enabled for cpu O.
(XEN) AMD SVM Extension is enabled for cpu 1.

B obmmem ciryuae:

# xm info | grep caps
hw_caps : 178bfbff:ebd3fbff:00000000:00000010:00002.....
xXen_caps : xen-3.0-x86_32p hvm-3.0-x86_32 hvm-3.0-x86_32p

hvm-3.0-x86_ 32 rosoput o Tom, uro XEN ycremno obHAPYKHUJI TIPOIECCOD,
KOTOpbIH nopepxkuBaet TexHomoruu Intel VT waun AMD-V.

Ecim y Bac apyroe coobiienre, HO BbI yBEPEHBI, YTO y IPOIECCOPA €CThb
APXUTEKTYPHbIE PACIHIMPEHUs] BUPTYAJIU3aluu, TO 1nposepbre nacrpoitku BIOS
M, €CJIN BBI 3TOTO €Ille He CIIesanu, 3aaeiicTBy#Te nomuaepxkky VT.

Bosmoxxuo, BIOS Barreit MaTepuHCKOI M1aThl HCKYCTBEHHO OTKJIIOYAET BUP-
ryaausanuio. B sTom ciyuae HykHO 00HOBUTH uiu ucnpasutb BIOS (cMm. Ha-
npumep GA-M59SLI-S4)

5.2 Tloaroroska oOpa3a MHCTAJIJIAIMOHHOTO JUCKA

Mo:xHO HCIOJB30BATh HEMOCPEACTBEHHO AUCK C mHCTasuisTopom Windows, a
MO2KHO TIPEIBAPUTEHHO CO3JATh C HErO 00pa3.
O6pa3 co3maéres TPAJUIMOHHBIM Iy TEM:

%# cd /Volumes/ISO

%# cat /dev/hdd > windows-vista.iso

%# 1ls -1 windows-vista.iso

-rw-r--r-- 1 igor igor 4681433088 2007-09-23 12:07 windows-vista.iso

5.3 Tloaroroska kKoHdUrypamnmoHHoro daiijaa gomena Xen

Heobxonumo co3mars kouduryparmonnsiii dhaiijli BUPTyaabHON MAIUHBI, B KO-
TOpOIt Oyxer paborars Vista.

Mo2KHO HCIOB30BATH PACIPOCTPAHAEMBIH ¢ JUCTPHOYTHBOM Xen IpuMep u
J10paboTaTh ero, & MOXKHO BOCIIOJIB30BATHCS ITUM IIPUMEPOM:

$ grep -v ~# /etc/xen/windows-vista-hvm | grep -vx 7’

kernel = "hvmloader"

builder=’hvm’

memory = 1024

shadow_memory = 8

name = "windows-vista-hvm"

vif = [ ’type=iocemu, bridge=service0, mac=00:16:3e:03:00:c3’ ]

disk = [ ’file:/xen/images/windows-vista-hvm.img,hda,w’, \
’file:/Volumes/IS0/windows-vista.iso,hdc:cdrom,r’ ]

device_model = ’qemu-dm’

boot="d"

sd1=0

vnc=1

vncpasswd=""’

stdvga=0
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serial=’pty’
usb=1

IMapameTpsbl, UCTONL30BAHHBIE B 9TOM KOHMUTyparmontnom daiine (¢ mos-
HBIM CIIMCKOM MOYKHO O3HAKOMHUTKCs B «PyKoBozCcTBe mosib3oBaress Xens ):

e kernel - VMX firmware loader, /usr/lib/xen/boot/vmxloader

e builder — ®ynkiuu co6opru gomeHa. VMX-I0MeHBI HUCHOIB3YIOT VINX
builder

e vif — Onumonansro onpegenser MAC azpec n/wim pexuM MOCTa JJist
cereporo unrepdeiica. Ecnu 3navenne MAC ne ykazano, T0 Ha3HAYaeT-
ca caydaitaeiit agpec. EcTh BO3MOXKHOCTD 3a7aTh mapaMeTp type=ioemu
quts ucnoib3oBanus ioemu B VMX NIC. Eciiu 310 3HadeHnue He onpeje-
neno, 10 vbd ucnonb3yercs kKak B mapaBupTyanbHbIX("HOpMaIbHBIX", C
MOAUMDUIUPOBAHHBIM SIZIPOM) TOMEHAX.

e disk — Oupesesisier 1uCKOBbIE YCTPOMCTBA, K KOTOPbIM I'OCTEBOI JOMEH
JIOJIZKEH UMeTb joctyil. Eciu ajsd joMena ucroib3yercs (du3ndecKuit HoO-
CUTENIb B KAYeCTBE INCKA, TO OH JIOJXKEH OBITH OMMUCAH CTPOKOI THA:

phy:UNAME, ioemu:DEV,MODE,

rne UNAME — umsa ycrpoiictBa, DEV — umst 1ucka, Kak ero BUIUT JOMEH
u MODE npunumaer 3uadvenus r s read-only uw w mns read-write. Ecian
9TO 3HAYEHUE HE ONPE/IEIeHO, TO ioemu MCIOIb3YeTCs KaK MapaBUPTYAJIbHBIX
JIOMEHaX.

Ecau ucmoms3yercs obpa3 aucka, TO CTPOKA MPUHAMAET BUI:

file:FILEPATH, ioemu:DEV,MODE

Eciu wcnonb3yerca 60Jiblle OIHOTO JUCKA, TO OHH PA3ENsiOTCs 3ansToil.
Hampumep:

disk = [’file:/var/images/imagel.img,ioemu:hda,w’, \
’file:/var/images/image2.img,ioemu:hdb,w’]

e boot — 3arpyska c floppy (a), hard disk (c¢) wiu CD-ROM (d).

e device model — Nacrpyment smynsiuu yerpoiicts s VMX-nomena.
MoryT ObITH U3MEHEHBI TTAPAMETPDI, IPUBEICHHbIE HUKE.

e sdl - 3azueiicTByer 6ubmorexy SDL nyis orobpaskerus rpaduKH, Mo yMOJI-
gauuio pasHo "0" (oTKIIIOUEHO)

e vnc — 3BageiicrByer 6ubimumoreky VNC st orobpaxkenusi rpadpuku, 1o
ymosrganuio pasuo "0" (oTKI09eHO)

e serial — TlepenanpaBienue MocaeI0BATENBHBIX TOPTOB TOCTEBOTO IOMEHA
Ha peajibHOE yCTPOMNCTBO.

e usb — Brurouenue nogmep:xku USB 6e3 ykazanus cnenuduaeckoro yecTpoii-
crBa. Ilo ymomdannio sta HyHKIMS OTKIIOYEHA, B CIYIae JKe OMpPe/IeTeHIs
mapamerpa ushdevice, ee HeobxogUMO 3a€HCTBOBATD.
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e usbdevice — Brirodenne momiaep:kKu KOHKPETHBIX ycTpoiicTtB. Hampu-
Mmep, nozaepKka Mpiirm PS/2 yepes USB:

usbdevice=’mouse’

e localtime — Ycranoska siokanbHoro Bpemenu. Ilo ymosrganuio pasuo "0",

r.e UTC
e enable-audio — Iloagepxkka 3Byka. Haxogurcs B pa3paborke.

e full-screen — Ilognep:kKa MOTHOIKPAHHOTO pexknMa. Haxomurcs B pas-
paborke.

e nographic — JIpyroii cuocob nepeHanpaBuTb BbIBOJ, Ha IIOC/IEI0BATE b=
HbIil mopT. B 3ToMm cayuae omrun 'sdl’ wim 'vnc’ me paboraror. Ucmonb3o-
BAHUE JTAHHOTO PEKUMA, HE PEKOMEHIYeTCS .

5.4 IloaroroBKa aucka /g BUPTYaJbHON MAaITWHBI

Bupryanbaas mamuna nop ynpasiaennem Windows Vista Tpebyer obsizaresib-
HOTO HMCITOJIb30BAHUS YKECTKOTO [THCKA.
B kauecTBe BUpPTYaJbHOTO XKECTKOTO JUCKA MOYKHO HCIIOJIH30BATh:

e (aill B XOCT-CHCTEME;
® OJIOYHOE YCTPOHCTBO B XOCT-CHCTEME, KOTOPBIM MOXKET ObITh:

— (usnyuecknit KECTKUI JUCK UM €ro pa3ies;
— tom LVM;

— CEeTeBOe WJIU APYroe XPAHUJIUIIE, [TOCTYITHOE B BUE OJI0YHOTO yCTPOUi-
CTBa.

B cnywae ecam 6ymer ncrmonb3oBaThes aiii, ero HyKHO CO37aTh W yKa3aTh
B KOH(UTYPAIMOHHOM (Daiijie BUPTYAJIbHOM MAIWHBI B KAYECTBE IUCKA.

%$ grep disk /etc/xen/windows-vista-hvm | grep -v ~#
disk = [ ’file:/xen/images/windows-vista-hvm.img,hda,w’, \
’file:/Volumes/IS0/windows-vista.iso,hdc:cdrom,r’ ]

Cosnmanme paitza mpoIre BCero BHITTOIHUTE ¢ TTOMOIHI0 KoMauasl dd. 3mech
cozmaércsa paspexennbiii daiin pasmepom 10G (MUHUMAILHBIA pa3Mep JUCKa,
npu uHCTALIAIMY Vista B KOHDUIYpAIMU 110 yMOIYAHUIO):

%$ sudo dd if=/dev/zero \
of=/xen/images/windows-vista-hvm.img \
bs=1k seek=10240k count=1
1+0 samumcell cumTaHo
1+0 samucell HammCaHO
crkonmpoBano 1024 6aiita (1,0 kB), 4,6e-05 cekyun, 22,3 MB/s

%$ 1s -1 /xen/images/windows-vista-hvm.img
-rw-r--r-- 1 root root 10737419264
2007-09-23 12:17 /xen/images/windows-vista-hvm.img
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5.5 Ilepssrii 3amycK
ITocsie Toro kak
1. Xen B gomene () ycraHOBJIEH U HACTPOEH;

2. Cosman obpa3 unCcTamIgnuonnoro aucka Windows Vista (uau mocrymnen
caM JIUCK);

3. Cozpan daila g AUCKa BUPTYaJbHON MalluHbl (MJIM JIOCTYITHO HEYTO
BMECTO HErO);

4. Coznman kKoHUTYpanuOHHbIH (ailn HOBON BHPTYATBHON MAaIUHBI

BUPTYaJIbHYIO MaIIMHY MOXKHO 3aILyCKaTb.
3aIyCK BBIIOJHSIETCs C IIOMOIIBI0 KOMAH/IbL:

%$ sudo xm create windows-vista-hvm
Using config file "./windows-vista-hvm".
Started domain windows-vista-hvm

Ecau crapT mpoménn ycrnemnno, HOBBI JOMEH MOSBUTCS B CIUCKE JIOMEHOB,
pabOTAIOIINX B XOCT-CHCTEME:

%$ sudo xm list

Name ID Mem VCPUs State Time(s)
Domain-0 0 1000 1 r----- 706.4
windows-vista-hvm 7 1032 1 - 0.5

ITocsie Toro kak BUPTYaJIbHad MalllMHA 3allyII€Ha, MO2KHO IIOAK/JTIOYUTHCA K
eé skpany ¢ nomorpio VNC.
HNcnonssyem vneviewer (B Debian GNU /Linux oH HaxXoIuTCst B TaKeTe Xvicviewer):

$ vncviewer 127.0.0.1:0
VNC viewer version 3.3.7 - built Dec 30 2006 12:48:54
Copyright (C) 2002-2003 RealVNC Ltd.
Copyright (C) 1994-2000 AT&T Laboratories Cambridge.
See http://www.realvnc.com for information on VNC.
VNC server supports protocol version 3.3 (viewer 3.3)
No authentication needed
Desktop name "HVMXEN-windows-vista-hvm"
Connected to VNC server, using protocol version 3.3
VNC server default format:
32 bits per pixel.
Least significant byte first in each pixel.
True colour: max red 255 green 255 blue 255, shift red 16 green 8 blue 0
Using default colormap and visual, TrueColor, depth 24.
Got 256 exact BGR233 colours out of 256
Using BGR233 pixel format:
8 bits per pixel.
True colour: max red 7 green 7 blue 3, shift red 0 green 3 blue 6
Using shared memory PutImage
Throughput 20000 kbit/s - changing to Hextile
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Throughput 20000 kbit/s - changing from 8bit
Using viewer’s native pixel format:
32 bits per pixel.
Least significant byte first in each pixel.
True colour: max red 255 green 255 blue 255, shift red 16 green 8 blue 0

[IporpamMma mokazkeT 3KpaH WHCTAIIIATOPA OIMEPAIMOHHON CUCTEMBI.

5.6 MWucranaamua Vista

Mucranasanusa BHITOMHIETCS TPAIUIUOHHO. B Xome mHCTA/LIATMNA cucTeMa 0y-
JIET HECKOJIBKO pa3 mepesarpykarbes, npu 3toMm noakaiodenne no VNC Gyner
TepATheda. s ero BOCCTaHOBJIEHHS HYXKHO BBI3bIBATH VICViewer MOBTOPHO.

% Ycranoska Windows

&
V=

Windows Vistar

DOpMBT Bpemen i AsHEKHEX eanriLy; [N ~

BeiSiepyTe HysKHBIi 351K i APYTHE NAPAMETPbI, & 3aTeM HaXMATE KHonky "Llanee’.

@ £ Yeranoska Windows

BuibepuTe pasaen ans ycraHosku Windows

[ ®aiin [ Monneii pas... CeoBoario] Tun |

L:; HesanaTee MecTe Ha gncke 0 10076 100TE ‘

43 OrosuTs Hacrpoiika aucka

@4 3arpyzka gpaiisepa

1 C6op nHbopmaumn
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&7 Yeranoexa Windows

Ycranoska Windows...

TMonyueHs 5ca HeoBXoAMaR MHGOPMaLHA, Bo BPENIA YETaHOEKN KOMMERTEP BYAST HECKONSKS Pas
nepesarpyken.

o Konupoearie baiinos Windows
Vasneuerme daiinos (0%) .
YCTaHoBKa KOMNOHEHTOR
Ycraroska oBroanernii

3asepLuenie ycTaHOBKN

@ B Hacrporica Windows

BuibepuTe yMA Nons30BaTENA M PUCYHOK

BaLUE UMIA N0 ALS0BATENS U PHUCYHOK OTPAKAKT BaLLY VETHYH 3anuck. CO348HHER 346Cs YUETHaA
33MNCE AENAETCA YHETHON S3MHMCEHD 3AMUHNCTRETOPS. (lONGAHUTENEHEIE YHETHEIE SaMHCH
MOYHD CO343TE & NEHEAN yNpENEHMA.]

BeeauTe UNIA NoNE30B3TENA (HEMPULIER, AHapEi):

Beequre napene (pekomenayereal:

BrIBEpHTE PHCYHEK ANA BaLIEH yETHOR sammcu:

[ Banee

Coreonee o KN
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S

. Windows Vista Uttimate

V& ol 1256

Cucrema yCrernrHo yCTaHOBJICHA.

5.7 l3meHeHme mopgaIKa 3arpy3Ku

ITocse Toro Kak cucrema OblIa MPOMHCTAJINPOBAHA, UMEET CMBICI TIepeiiTh Ha
3arpy3Ky BUpTyaJbHO# Mammubl ¢ qucka (He ¢ CD). [ljig 3Toro Hy»KHO mome-
HATH 3HAYEHHE MapaMmerpa boot B KoHdwUryparmmoHHoM ¢aitne momena ¢ d Ha
c

%$ grep “boot /etc/xen/windows-vista-hvm
boot="c"
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5.8 MHucTaaadnug ceTn

Heussecrno mo kakoit npuunne, o Windows Vista me padoraer KOppeKTHO C
ceresbiM aganrepom RTL8139, koropsriit smysupyercs 8 HVM-nomenax Xen o
YMOJTYAHUIO: CETEBOE YCTPONCTBO OOHAPYKUBAETCS U APANBED YCTAHABINBACTCS,
HO CETh HE PAbOTAET.

Camoe mpocroe perienre mpodIeMbl — MEPEHTH Ha IMYJISIIIO CETEBOrO YCTPOii-
crBa NE2000. C uum y Windows Vista Hukakux mpobieM He 3aMedeHo.

[IpaBma, apaitBep i 3TOM KAPTHL IO YMOTIAHUIO OTCYTCTBYET B HOCTABKE
Vista, u ero HeoOOXIMMO YCTAHOBUTH JOMOJTHUTEIHHO.

st Toro uTobsr mepemarh apaiBep Windows Vista, B KOTOpOi#i mOKa 9ITO
ceTb HE padoraer, Hy)kHO moaroToBuTh 1SO-00pa3 ¢ apaitBepoMm u 3arpy3uTh
€ro B BUPTYAJbHYIO MAIIKUHY.

e ZIP-apxus ¢ apaiisepom NE2000®
e ISO-06pas ¢ apaiisepom NE2000?

ISO-06pa3 myzxuO noOUNTh K paboraromeit mammuue (Ctrl-Alt-2) wiu yka-
3arb B napamerpe disk MaliuHbI.

$ grep ~disk /etc/xen/windows-vista-hvm
disk = [ ’file:/xen/images/windows-vista-hvm.img,hda,w’, \
’file:/Volumes/IS0/ne2k-drivercd.iso,hdc:cdrom,r’ ]

Huck comepxkut ZIP-apxus. Ero neobxomumo pacnakoBarh, 1 THAITUAPOBATH
WHCTAJIIANWIO IpaifBepa CTAHIAPTHBIM CIIOCODOM.

[= =

@Q-Lﬁ + Komneiotep » CD-guckosoa (D:) CDROM » v\&,ngm ol

Wy Vropapoamms +

s Jetawsmenenna  Tun Pasiiep

4 w2k 8029 20.04.2007 2:45 Cowaran ZIP-nanka 12KB

[E Dokymentsi

E Gpakeruna
B Myzeika
Moapothee »
Manku v
4 Pabounii cron
> [& 1gor
Obue
48 Komnsrotep
% Noxanshii guek (C)
> & CD-anckoeog (D) COROM
S Cers
» [ Nanens ynpasnerna
7 Kopauma
WIN2000

RU S®E) Oix 1111

ITocne Toro Kak apaiiBep yCTaHOBJIEH, CETh HAUMHAET PabOTATD.
DTO MOXKHO [IPOBEPUTH € MOMOIIBIO KOMaH 1 ipconfig u ping:

8http://xgu.ru/download /w2k 8029.zip
9http://xgu.ru/download /ne2k-drivercd.iso

Cereawie  [4a]
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AWindows\system32\cmd.exe
WINS—npokcw sramuen .

[Ethernet adapter lMoakawuenue

DNS—C ys@UKE MOAKABUEBHUA . -
OnucanWe. . . . . . . . -
PusHueckHd anpec. . . . -
DHCP skawuen. . . . . . -
ABTOHACTpPONKA BKANUEHA. . .
fokanbnsii [Pub—anpec kanana
IPvd-apgpec. . . . . . . . .
I Macka nopceTu

ApeHna moayuena. . .-
J Cpok apenas McTexaeT
OcHOBHOW wAMS. . . .
DHCP—cepeep. . . . -
IAID DHCPuE . . . .
.| DHS—cepeepb. . . . . . . .
‘| HetBios uepes TCP/IP. . . .

Tynneapnwd anantep lNonkawuenuwe no

DNS—CYBOUKEC NOAKAWMEHMA .
OMHCARME. - « = + & = - -
Guguucckrd anpec. . . . -
DHCP Bramuen. . . . . . .

Bl AstonacTposika skawuena. .
flowaawnui [Pub—anpec kanaa
OcHOBHOW WARS. - - - . -
DNS—ceprep.

a .

C:\Users\Igor>ping 192.168.80.254

192.168.80.254
192.168.80.254

OTBET
OTBET
OrBeT
OTBET

eTos: oTnpasaeno =
<0z noteps>

MopAnoK NpocHoTpa CydeHkcos DNS .

no AokaabHoW ceTH Z:

NetBios wepes TCPAIP. . . . . .7 .0

Ocren naketamu c 192.168.80.254 no c 32 eadT manHbC:

YHCAD EaMT=32
YHCAOD GaHT=32
. uMcAo saMT=32 n
192.168.80.254: uucao sakT=32

S lICTaTHcTHKa Ping nas 192.168.80.254:
a

4. noayueno =

Het
Xt .upn

xt .upn

Realtek RIL8029 PCI Ethernet NIC ep
00-16-3E-03-00-C3 i,
fla 12K6

fla
feB0::2903:5884:d3c1:79£3%9 (OcHoBHOW)
192.168.80.200<0cHosn0k>
255.255.255.0
23 cenTAepa 2007 r. 11:04:1%
. . ¢ 23 centaspa 2007 r. 12:44:22
: 192.168.80.254
192.168.80.254
151000638
192.168.1.198
KADUEH

AOKAALHOW CETH¥I

xt .upn

Apantep Microsoft ISATAP
00-00-00-00-00-00-00-E0

Het

fa
feB0::5efez192.168.80.200%13<0cHoBHOH )

- 192.168.1.198
TKANNEH

spemalinc TTL=64

o

4, notepamo

NG SR ol 1112

Wnu ¢ nomoinpio Apyrux npuiioKeHuil, KOTOPbIe UCIOJIb3YIOT CeThb:

& Windows Vists & Xen — Xgu.ru - Windows Internet Explorer

[YL it rvqu.rurwikisensvista

N/

W

Y Windows Vista 8 Xen — Xgu.ru

ca
Ey v B) ~ i = [ Crpsvnuz +  Cepanc =

l l l l 3ATJIABHAA CTPAHULLA | ONMCAHUE | CTIPABKA | YABO | CTIELICTPAHMLIbI |
MPEOCTABUTLCA CUCTEME

Kareropmm crams | Astop Hrope Uvfim Xen
Bepcua ma negamn | Otxas o1 oreercteennoctn | [Tomimika xosdnueHpamsroctin

Mouck

———— Windows Vista B Xen
| Mepeim | [ Mouc | (Nepenanpasneno c Xen/vista)

MNpocmoTtpete
3arnasnas crpasmua
Coobuwecieo
Terywne cobbirna
CB&MmMe NpaBKn
CnyuaiiHan cTaTea

3Ta CTaTbA HAaXOAWTCA B MPOLISCCE HAaNMCaHWa,

ApTop: Wropb YyBud
KopoTkas coulnka:

MpaBHTL 3Ty CTaTbID
Cnpaska no
DegakimpoBannio

CopepxaHne [ybpaTs]

HacTpoiiku 1 MOAroTOBKE XOCT- CMCTEMb
CTpaHHUb] 2 Noarotoexa ofpaza

Obcvwnenne 3 MoAroToBKa KoHdMrypaumoHHoro daina goMeHa Xen
4 MoAroTOBKA AMCKS ANA BUPTYANbHOR MaLlMHbl

M

Bepcna ana neuarn
<

3 € Vrmeprer | 3auimiuenrelii pesins: s,

Ha 270l cTpaHMue paccMaTpMBaeTcA NpoUece MHCTANNALMKM W 33NYyCKa BUPTYaNbHOA MaWKnHE!

%ﬁum“m noa ynpaeneniem 8 MS Windows Vista BHYTPU NOMHOCTBK BUPTYaNMZMPOBAHHOrO AOMEHa Xen
DNoxeprsosanua " " LV

Ha MalWWHe C NogaepKor NPoLECCoPOM apxXMTEKTYPHbIX PACLUMpeHnid BUpTyanuzaumn (HYM).
MpaeuTb

5.9 3amyck m pabora

Windows Vista npouncrasmposana u rorosa K padore.

5.10 HonosiHutesibHag uHdoOpManug

e Windows Vista B Xen'?

Ohttp:/ /xgu.ru/wiki/xen/vista


http://xgu.ru/wiki/xen/vista
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6 Intel VT-d: MononoJsibHOE BbIJIeJIEHTE YCTPOUCTB
B Xen

VT-d — rexHosorust BUpTyaau3aluu BBOIA,/ BbIBOA, Ipejiokennas Intel. Dra
TEXHOJIOT U II03BOJIsIeT 0OECIeYnTh MOHOIIOIbHOE BbiesieHue ycrpoiicrsa HVM-
JIOMEHY, B TO BpeMs Kak 6e3 e nomouy (uiu ananoruynoit rexuosoruu IOMMU
or AMD) 3T0 BO3MOKHO TOJIBKO JIJIsl TIAPABUPTYAJIbHBIX JOMEHOB.

Ha »Toit cTpammie moapobHee pacCMATPUBAIOTCSA BOTPOCHI TPUMEHEHHS TEX~
mosioruu VT-d B Xen, Kakue mpenMyIIecTBa OHA JAET, & TAKXKE KaK MPABUIBHO
€é UCIoTb30BaTh.

6.1 Oprarumsanus BBOJA/BBIBOAA B JIOMEHE Xen

CyuiecTByer Tpu OCHOBHBIX crocoba obeciiedenust BBoJa,/BbiBoja (4, dbakrude-
CKHM, JOCTYNa K 000PY/I0BAHUIO) /st TOCTEBOI ONEPAIMOHHON cuCTEMbI, paboTa-
IOTIell BHYTPH JIOMEHa Xen:

1. DMymanus yCTpOHCTB CO CTOPOHBI goMeHA () W MCIOIb30BAHWE TPAJIUIIN-
OHHBIX JIPAUBEPOB B I'OCTEBOI CUCTEME;

2. MononosbHOe BBIJEJIEHNE YCTPOWCTB TOCTEBOH CUCTEME;

3. Ucnonp3oBanue mapaBUPTYAJTbHBIX JPABEPOB.

B nacrosrimmit MoMeHT HanboIee pacIpoCTPAHEHHBIM SBJISIETCS MEPBBIA CITO-
cob, T.e. IMYAAUUA Ycmpolcma. Xen UCHOIb3YeT JJis IMYJISIUU, TAK HA3bIBa-
embrit QEMU Device Model (gemu-dm). 9o cnemuanbHbIH Tporece, paboTaro-
muii B mpocTpancTse nojb3oBaress (userlevel) B momene 0 u nmpenocTaBIsIONMin
BUPTYyaJbHbBIE YCTPOMCTBA I'OCTEBOMY JOMEHY.

[losHO# TPOTHBOMOIOKHOCTHIO 3TOMY TOAXOY SBJISIETCS BTOPOM MOIXON —
MOHONOABHOE Bbldeserue Yycmpoticmea 20cmesoli cucmeme. B sTom ciydae Hu-
KaKux 3aTpar Ha IMyaamnuio He Tpedyercs. ['ocTeBoit momeH paboTaer ¢ ycTpoii-
CTBOM HAlpsiMyt0, 0e3 BCsAKOro nocpegnuydectsa gomena 0. On BuguT ycrpoii-
cTBO "Kax ecmv", ¥ UCTIONB3yeT CTAHIAPTHBIE IPABEPHI OT STOTO YCTPOICTBA.
Pabora ¢ ycTpoiicTBOM OCYIIECTBISETCS HA TIOJHOR CKOPOCTH.

Bo tperbem criocobe UCIOb3yI0TCs 0COObIE IpABEPHI, KOTOPHIE BHIIOJIHSIET
BBO/I/BbIBOJ] HE Y€PE3 3IMYJIMPYEMbIe YCTPOACTBA, a IIPU IOMOLIM CIENUATbHOIO
NAPaBUPMYAALLHO20 UHMEPPeETca, TPETOCTABISTEMOIO CUCTEMON BUPTYAIH3AIUN
U XOCT-CUCTEMOMN.

Janee Oymer moapobHee PacCMOTPEH BTOPOI CITOCOD, TO €CTh MOHOIOJIBHOE
BbIJICJICHUE yCTpOﬁCTB TOCTE€BBIM JOMEHAM.

6.2 MOHOIIOJIbHOE BBIJIEJIEHUE YCTPOMCTB TOCTEBOMY I0-
MeHY

B macrosmuit MOMEHT Tako# crocod paboTaeT ¢ mapaBUPTyaIbHBIMA JOMEHAME
— UM MOKHO BBIJIETATH YCTPONCTBA B MOHOMOJIBHOE UCTIOTH30BaHNEe €3 BCAKUX
upobusiem. Uro kacaercs HVM-nomenoB (JOMEHOB, UCIO/IBb3YIOIUX ALTIAPATHY IO
BUPTYAJIU3ALMIO) , TO:

1. Tpebyer annapaTHO TOIAEPIKKIL;
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2. PeammzoBano B Xen, naunnas ¢ Bepcun 3.2.0, Bprmemnmieit B Hadasae 2008
roja.

Yro Kacaercs anmapaTHO MOIJIEP:KKH, OHA €CTh, HO TIOKA 9TO JOCTATOYHO
pesxka.

Ceiiuac eTb KaK MUHUMYM JiBe MIaThl npon3sozactsa Intel (DQISMP u DQ35J0),
KOTOPBIE TIOJEP>KUBAIOT COOCTBEHHYO PEATM3AINIO AMMTAPATHON BUPTYATU3 AN
BBOZa/BHIBOA M3BecTHYIO Kak Intel VT-d (He myrars ¢ Intel VTT).

B AMD toxke Bengércs pabora HaJ, COOCTBEHHON peasu3alueil ammapaTHOR
Bupryasu3anueii BBoaa/soisona, IOMMU.

6.3 Kaxk Bkaounth nmoaaepkkKy VT-d B Xen
e cd xen-unstable.hg
e make install
e make linux-2.6-xen-config CONFIGMODE=menuconfig
o u3venuTh XEN->"PCI-device backend driver" ¢ "M" ma "x".
e make linux-2.6-xen-build
e make linux-2.6-xen-install

e depmod 2.6.18.8-xen

e mkinitrd -v -f -with=ahci -with=aacraid -with=sd_mod -with=scsi_mod
initrd-2.6.18-xen.img 2.6.18.8-xen

e cp initrd-2.6.18-xen.img /boot

e 1lspci — BBIOpaATh UAEHTH(MOUKATOPHI YCTPONUCTB, KOTOPHIE BBl XOTUTE Ha-
3HAQYUTh I'OCTEBBIM CHUCTEMAM

e ckpoirb PCl-yerpoiicrsa or gomena 0 (dom0) ¢ nomoubio Takoil 3amucu

B GRUB:

title Xen-Fedora Core (2.6.18-xen)

root (hd0,0)

kernel /boot/xen.gz coml=115200,8nl console=coml vtd=1

module /boot/vmlinuz-2.6.18.8-xen root=LABEL=/
ro console=tty0 console=ttyS0,115200,8nl
pciback.hide=(01:00.0) (03:00.0)
pciback.verbose_request=1 apic=debug

module /boot/initrd-2.6.18-xen.img

® TIepe3arpy3uTh ONEPAIMOHHYO CUCTEMY
e nobaBuTh cTpoky "pci" B daiin /etc/xen/hvm. conf
pci = [ ’01:00.0°, ’03:00.0° 1]

* 3aMyCcTUTh rocreBoit HVM-10oMeH u ¢ mOMOIIBbI0 KOMAHIbI ISpci mocMOTpers,
npobpachiBaeTcs Jin ycTpoiictBo. Eciu 310 ceTeBoe ycTpOHCTBO, HOIPOOOBATH
nopaboTaTh C HAM, HAIIPUMeEDP, ¢ noMolbio ifconfig
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6.4 Ilommep>kka omeparfMOHHBIX CHUCTEM
e Xocr-cucrema: PAE, 64-bit

e TocreBas cucrema: 32-bit, PAE, 64-bit

Ceitvac Xen ne mommepxkusaer MSI, mosToMy I/ TE€X TOCTEBBIX CHUCTEM,
KOTOPbIE 110 YMOJYAHUIO UCIOAb3yI0T MSI, HyKHO 106aBUTH OMIMIO SApa

pci=nomsi

B 3arpy3uuk (GRUB)

6.5 IIpoBepenHble KOMOMHATIIT
e 64-6urnbiit xocr: 32/PAE/64 Linux/XP/Win2003/Vista guests
e PAE xoct: 32/PAE Linux/XP/Win2003/Vista guests

6.6 AnmaparHbie cucTeMbl ¢ moaaepxkkoii VT-d

Cucrembl, B KOTOPbIX TOYHO ecThb nozaepxkka VT-d:

e HP Compaq: DC7800 http://h10010.wwwl.hp.com/wwpc/us/en/en/WF04a/
12454-12454-64287-321860-3328898 .html

IMomnep:kka VT-d nmpucyTcTByeT BO BCEX KOMIBIOTEPAX, MOJIEPIKUBAIOIIIX
texHosoruio Intel vPro. Texunosnorusi vPro 6asupyercss Ha JBYX TEXHOJIOTHSIX:
AMT (Active Management Technology) ayisi yajéHHOrO ylpaB/IeHus KeJIe30M
u VT (VT-z + VT-d) nas BupTyanusanuu mpoieccopa u CUCTEM BBOJIA/ BBIBOJIA.

6.7 J[domonamrenpHasa mH(poOpMaIua
e lUcnonsszosanme VT-d 5 Xen'!

How to turn on VT-d in Xen!?

(anrur.)

Intel Virtualization Technology for Directed I/O3 (amr.)

Intel Virtualization Technology for Directed I/O (VT-d): Enhancing Intel
platforms for efficient virtualization of I/O devices!* (amru.)

Uhttp:/ /xgu.ru/wiki/xen/vtd

2http:/ /wiki.xensource.com/xenwiki/VTdHowTo

LBhttp:/ /www.intel.com/technology/itj/2006 /v10i3/2-i0/1-abstract.htm
Mhttp://softwarecommunity.intel.com/articles/eng/1416.htm
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