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1 Íà÷àëüíàÿ íàñòðîéêà AMT

Íà÷àëüíàÿ íàñòðîéêà AMT � àêòèâàöèÿ óïðàâëÿþùåãî ìîäóëÿ AMT
(AMT Management Engine) è óñòàíîâêå íåêîòîðûõ åãî ïàðàìåòðîâ, òàêèõ
êàê ïàðîëü äîñòóïà è ðåæèì ðàáîòû. Íàñòðîéêà âûïîëíÿòñÿ ïðè ïîìîùè
MEBx (Management Engine BIOS Extensions) � ñïåöèàëüíîãî ðàñøèðåíèÿ
BIOS, îòâåòñòâåííîãî çà íàñòðîéêó AMT.

Îáû÷íî íà÷àëüíàÿ íàñòðîéêà AMT äëÿ êàæäîãî êîìïüþòåðà âûïîëíÿ-
åòñÿ òîëüêî îäèí ðàç. Â ïîñëåäñòâèè âûïîëíÿòü äîïîëíèòåëüíóþ íàñòðîéêó
è èçìåíåíèå êîíôèãóðàöèè ìîæíî óäàë¼ííî, ñðåäñòâàìè AMT.

1.1 Ðåæèìû è ôàçû ðàáîòû AMT

AMT ìîæåò ðàáîòàòü â äâóõ ðåæèìàõ:

• SMB � äëÿ íåáîëüøèõ ñåòåé;

• Enterprise (ïî óìîë÷àíèþ) � äëÿ áîëüøèõ ñåòåé.

Â çàâèñèìîñòè îò òîãî, íà êàêîì ýòàïå íàñòðîéêè AMT âû íàõîäèòåñü,
ðàçëè÷àþò òðè ôàçû:

• Factory � êîíôèãóðèðîâàíèå AMT íå âûïîëíÿëîñü;

• In-Setup � êîíôèãóðèðîâàíèå AMT âûïîëíÿåòñÿ â íàñòîéùèé ìî-
ìåíò;

• Operational � êîíôèãóðèðîâàíèå AMT çàâåðøåíî è AMT ìîæíî èñ-
ïîëüçîâàòü óäàë¼ííî.

1.2 Òðåáîâàíèÿ ê ïàðîëþ

• Ïàðîëü äîëæåí áûòü êàê ìèíèìóì 8 ñèìâîëîâ â äëèíó, äîïóñêàåòñÿ
èñïîëüçîâàíèå ëþáûõ (çà èñêëþ÷åíèåì ÷åòûð¼õ íèæåïåðå÷èñëåííûõ)
ASCII-ñèìâîëîâ èç äèàïàçîíà 32�126 âêëþ÷èòåëüíî.

• Íåëüçÿ èñïîëüçîâàòü ñèìâîëû � ` , è :

• Â ïàðîëå äîëæíà ïðèñóòñòâîâàòü õîòÿ áû îäíà öèôðà (íàïðèìåð, 0,
1, 2, 9).

• Â ïàðîëå äîëæåí ïðèñóòñòâîâàòü õîòÿ áû îäèí íå àëôàâèòíî-öèôðîâîé
ñèìâîë (íàïðèìåð, !, @, $).

• Â ïàðîëå äîëæíû ïðèñóòñòâîâàòü áóêâû âåðõíåãî è íèæíåãî ðåãèñòðà
(íàïðèìåð, A, a, B, b).

1.3 Íàñòðîéêà ME â SMB ðåæèìå

1. Íàæìèòå Ctrl-P â ïðîöåññå çàãðóçêè.
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2. Ââåäèòå ïàðîëü. Ïàðîëü ïî óìîë÷àíèþ: admin. Ïàðîëü ÷óâñòâèòåëåí
ê ðåãèñòðó.

3. Èçìåíèòå ïàðîëü MEBx. Ïàðîëü äîëæåí óäîâëåòâîðÿòü ïðàâèëàì
ñòðîãèõ ïàðîëåé (ñì. âûøå).

Ñèñòåìà ïåðåõîäèò îò ôàçû Factory ê ôàçå In-Setup.
4. Âûáåðèòå ïóíêò ìåíþME Platform Con�guration. Ñèñòåìà ïðåäó-

ïðåæäàåò, ÷òî ïåðåçàãðóçèòñÿ ïîñëå òîãî êàê óñòàíîâêà áóäåò çàâåðøåíà.
5. ÂûáåðèòåY. Â õîäå íàñòðîéêè ME ìîæíî çàäàâàòü ïàðàìåòðû AMT/ASF,

íàñòðîéêè ïèòàíèÿ, íàñòðîéêè îáíîâëåíèÿ �rmware è äð.
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6. Âûáåðèòå Intel ME State Control è â í¼ì âûáåðèòå Enabled

• Íàñòðîéêà ïî óìîë÷àíèþ: Enabled

• Ðåêîìåíäóåìàÿ íàñòðîéêà: Enabled

Ýòà îïöèÿ ìîæåò èñïîëüçîâàòüñÿ äëÿ òîãî ÷òîáû âðåìåííî îòêëþ÷èòü
ME. Ïðè ýòîì ôóíêöèè AMT/ASF áóäóò íåäîñòóïíû.

7. Âûáåðèòå Intel ME Firmware Local Update Quali�er è â í¼ì
âûáåðèòå Always Open

• Íàñòðîéêà ïî óìîë÷àíèþ: Always Open

• Ðåêîìåíäóåìàÿ íàñòðîéêà: Always Open

• Åñòü âàðèàíòû: Never Open, Restricted

Îïöèÿ îïðåäåëÿåò, ìîæíî ëè âûïîëíÿòü îáíîâëåíèå �rmware ëîêàëüíî.
8. Ïðîïóñòèòå ïóíêò LAN Controller

• Íàñòðîéêà ïî óìîë÷àíèþ: Enabled

• Ðåêîìåíäóåìàÿ íàñòðîéêà: Enabled

Îòêëþ÷åíèå ñåòåâîãî êîíòðîëëåðà âîçìîæíî, òîëüêî åñëè âûêëþ÷åí ìî-
äóëü ME (ðåæèì óïðàâëåíèÿ ME óñòàíîâëåí â None). Â ýòîì ñëó÷àå óäà-
ë¼ííîå óïðàâëåíèå ñòàíîâèòñÿ íåâîçìîæíûì.

9. Âûáåðèòå Intel ME Features Control.
a. Âûáåðèòå Manageability Feature Selection

• Íàñòðîéêà ïî óìîë÷àíèþ: Intel AMT

• Ðåêîìåíäóåìàÿ íàñòðîéêà: Intel AMT
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b. Ïðîïóñòèòå Intel Quiet Systems Technology

• Íàñòðîéêà ïî óìîë÷àíèþ: Disabled

• Ðåêîìåíäóåìàÿ íàñòðîéêà: Disabled

Ýòà íàñòðîéêà âîîáùå èñïîëüçóåòñÿ äëÿ óïðàâëåíèÿ ñêîðîñòüþ âðàùå-
íèÿ âåíòèëÿòîðà ñèñòåìíîãî áëîêà êîìïüþòåðà. Â êîìïüþòåðàõ HP îíà íå
èñïîëüçóåòñÿ, ðåãóëèðîâàíèå ñêîðîñòè âðàùåíèÿ âûïîëíÿåòñÿ äðóãèìè ìå-
òîäàìè.

c. Ïðîïóñòèòå Return to the previous menu
10. Âûáåðèòå Intel ME Power Control.

a. Âûáåðèòå ME State upon Initial Power-On è â í¼ì âûáåðèòå On

• Íàñòðîéêà ïî óìîë÷àíèþ: O�

• Ðåêîìåíäóåìàÿ íàñòðîéêà: On

• O� � âûêëþ÷åíî ïðè âûêëþ÷åííîì êîìïüþòåðå, íî âêëþ÷àåòñÿ ïðè
âêëþ÷åíèè

• On � âêëþ÷åíî äàæå ïðè âûêëþ÷åííîì êîìïüþòåðå
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b. Âûáåðèòå ME ON in Host Sleep States è âûáåðèòå Always

• Íàñòðîéêà ïî óìîë÷àíèþ: Never

• Ðåêîìåíäóåìàÿ íàñòðîéêà: Always

(c) Ïðîïóñòèòå LAN Power Well
Ôóíêöèÿ LAN Power Well âûïîëíåíà â êîìïüþòåðàõ HP íà àïïàðàò-

íîì óðîâíå è ïîýòîìó äàííàÿ îïöèÿ íå èñïîëüçóåòñÿ.
(d) Ïðîïóñòèòå ME Visual LED Indicator
Èíäèêàòîð àêòèâíîñòè ìîäóëÿ ME. Ïðè âûïîëíåíèè îïåðàöèé ñ ME çà-

æèãàåòñÿ èíäèêàòîð íà ìàòåðèíñêîé ïëàòå. Â êîìïüþòåðàõ HP íå èñïîëü-
çóåòñÿ.

(e) Âûáåðèòå Return to previous menu
11. Âåðíóòüñÿ â ïðåäûäóùåå ìåíþ, ñîõðàíèòü íàñòðîéêè AMT. Êîìïüþ-

òåð óéä¼ò íà ïåðåçàãðóçêó.
12. Ââåäèòå Ctrl-P âî âðåìÿ çàãðóçêè POST.
13. Ââåäèòå ïàðîëü äëÿ äîñòóïà ê MEBx.
14. Âûáåðèòå ïóíêò Intel AMT Con�guration.
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15. Âûáåðèòå ïóíêò Host Name è ââåäèòå èìÿ õîñòà.
16. Âûáåðèòå TCP/IP.
(a) Â ïóíêòå Disable Network Interface âûáåðèòå N
(b) Â ïóíêòå DHCP Disable âûáåðèòå Y
(ñ) Â ïóíêòå IP address ââåäèòå IP-àäðåñ ME
(d) Â ïóíêòå Subnet Mask ââåäèòå ñåòåâóþ ìàñêó ME
(e) Â ïóíêòå Default Gateway Address ââåäèòå øëþç ïî óìîë÷àíèþ

äëÿ ME êîìïüþòåðà
(f) Â ïóíêòå Preferred DNS Address ïðåäïî÷èòàåìûé DNS-ñåðâåð
(g) Â ïóíêòå Alternate DNS Address çàïàñíîé DNS-ñåðâåð
(h) Â ïóíêòå Domain Name ââåäèòå äîìåííîå èìÿ ME êîìïüþòåðà
17. Ïðîïóñòèòå Provisioning Server.
18. Âûáåðèòå Provisioning Model.
(a) Â ïóíêòå Intel AMT 1.0 Mode ââåäèòå N
(b) Â ïóíêòå Small Business ââåäèòå Y

• Íàñòðîéêà ïî óìîë÷àíèþ: Enterprise

• Ðåêîìåíäóåìàÿ íàñòðîéêà: SMB

19. Ïðîïóñòèòå Un-Provision.
20. Ïðîïóñòèòå íàñòðîéêó VLAN

• Íàñòðîéêà ïî óìîë÷àíèþ: Disabled

• Ðåêîìåíäóåìàÿ íàñòðîéêà: User Dependent

Â êà÷åñòâå çíà÷åíèÿ íîìåðà VLAN'à èñïîëüçóéòå ÷èñëî â äèàïàçîíå 1-
4094.

21. Âûáåðèòå SOL/IDE-R
(a) Âûáåðèòå Y
(b) Âûáåðèòå ïóíêò Username and Password è âûáåðèòå Enabled

• Íàñòðîéêà ïî óìîë÷àíèþ: Enabled

• Ðåêîìåíäóåìàÿ íàñòðîéêà: Enabled

(c) Âûáåðèòå ïóíêò Serial over LAN è â í¼ì âûáåðèòå Enabled.

• Íàñòðîéêà ïî óìîë÷àíèþ: Enabled

• Ðåêîìåíäóåìàÿ íàñòðîéêà: Enabled

22. Âûáåðèòå ïóíêò Remote Firmware Update è óñòàíîâèòå âàðèàíò
Enabled.

• Íàñòðîéêà ïî óìîë÷àíèþ: Enabled

• Ðåêîìåíäóåìàÿ íàñòðîéêà: Enabled



1.4 Íàñòðîéêà AMT â Enterprise ðåæèìå 9

Ýòà íàñòðîéêà ðàçðåøàåò óäàë¼ííî îáíîâëÿòü BIOS.
23. Âûáåðèòå Return to previous menu äëÿ òîãî ÷òîáû âûéòè èç òå-

êóùåãî ìåíþ íà óðîâåíü âûøå.
24. Âûáåðèòå Exit è íàæìèòå Y äëÿ òîãî ÷òîáû âûéòè èç íàñòðîéêè

MEBx ñ ñîõðàíåíèåì.
Ïîñëå òîãî êàê ñèñòåìà ïåðåçàãðóçèòñÿ, îíà ïåðåõîäèò îò ôàçû In-Setup

ê ôàçå Operational. Òåïåðü ìîæíî âûïîëíÿòü óäàë¼ííîå óïðàâëåíèå ñèñòå-
ìîé ÷åðåç Web-èíòåðôåéñ èëè óäàë¼ííóþ êîíñîëü ISV.

1.4 Íàñòðîéêà AMT â Enterprise ðåæèìå

Òðåáóåò íàëè÷èÿ ñïåöèàëüíîãî ñåðâåðà íàñòðîéêè (Setup and Con�guration
Server, S&CS), òàêæå èçâåñòíîãî êàê ñåðâåð îáåñïå÷åíèÿ (Provisioning Server).

Ïðîöåäóðà íàñòðîéêè ìîäóëåé óïðàâëåíèÿ AMT êîìïüþòåðîâ â enterprise-
ðåæèìå íàçûâàåòñÿ provisioning (áëèæàéøèé ïåðåâîä: îáåñïå÷åíèå èëè ñíàá-
æåíèå).

Îòëè÷àåòñÿ îò ðåæèìà íàñòðîéêè ME â ðåæèìå SMB òåì, ÷òî íåîáõî-
äèìî çàäàòü åù¼ äâà ïàðàìåòðà:

• Provisioning ID (PID)

• Provisioning Passphrase (PPS)

Ïàðàìåòð PID äîëæåí ñîñòîÿòü èç 8 ñèìâîëîâ, à PPS � èç 32 ñèìâîëîâ.
Êàæäûå ÷åòûðå ñèìâîëà îòäåëÿþòñÿ äðóã îò äðóãà ñèìâîëîì ¾-¿ è ïîëó÷à-
åòñÿ ÷òî íóæíî ââîäèòü 9 ñèìâîëîâ äëÿ ïàðàìåòðà PID è 40 ñèìâîëîâ äëÿ
äëÿ PPS.

Ïàðàìåòðû ãåíåðèðóþòñÿ àâòîìàòè÷åñêè ñ ïîìîùüþ ñåðâåðà íàñòðîéêè.
Ñóùåñòâóåò òðè ðåæèìà íàñòðîéêè ìíîæåñòâà êîìïüþòåðîâ:

• Legacy � óñòàðåâøèé;

• IT TLS-PSK � ñ èñïîëüçîâàíèåì S&CS, âûïîëíÿòñÿ IT-îòäåëîì êîì-
ïàíèè;

• OEM TLS-PSK � âûïîëíÿåòñÿ ïðîèçâîäèòåëåì.

1.5 Îòëêþ÷åíèå AMT (Âîçâðàò â èñõîäíîå ñîñòîÿíèå)

Ñáðîñ íàñòðîåê AMT è âîçâðàò ñèñòåìû â èñõîäíîå ñîñòîÿíèå èçâåñòåí íà-
çûâàåòñÿ unprovisioning.

Äëÿ òîãî ÷òîáû âûïîëíèòü åãî íóæíî âûáðàòü ñîîòâåòñòâóþùèé ïóíêò
â ìåíþ MEBx.

1.6 Äîïîëíèòåëüíàÿ èíôîðìàöèÿ

• Íà÷àëüíàÿ íàñòðîéêà vPro1 (àíãë.)

• vPro Setup and Con�guration for the dc7700 Business PC with Intel vPro
Technology2 (àíãë.)

1http://xgu.ru/wiki/vpro/me
2http://xgu.ru/download/vpro-hp.pdf

http://xgu.ru/wiki/vpro/me
http://xgu.ru/download/vpro-hp.pdf
http://xgu.ru/download/vpro-hp.pdf
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2 Óïðàâëåíèå êîìïüþòåðîì ÷åðåç web-èíòåðôåéñ

AMT

Web-èíòåðôåéñ AMT � áàçîâûé èíòåðôåéñ, ïðè ïîìîùè êîòîðîãî âîç-
ìîæíî óïðàâëåíèå êîìïüþòåðîì, ïîääåðæèâàþùèì òåõíîëîãèþ AMT. Â
ðîëè web-ñåðâåðà âûñòóïàåò óïðàâëÿþùèé ìåõàíèçì (Management Engine,
ME) óïðàâëÿåìîãî êîìïüþòåðà; â ðîëè web-êëèåíòà � áðàóçåð, ñ êîòîðûì
ðàáîòàåò àäìèíèñòðàòîð.

2.1 Èñïîëüçîâàíèå web-èíòåðôåéñà

Óïðàâëåíèå ñèñòåìîé ÷åðåç AMT âîçìîæíî ïðè ïîìîùè web-ñåðâåðà, âñòðî-
åííîãî â ME êîìïüþòåðà ñ ïîääåðæêîé vPro. Äëÿ òîãî ÷òîáû âîñïîëüçî-
âàòüñÿ èì, íóæíî

• àêòèâèðîâàòü AMT;

• óñòàíîâèòü IP-àäðåñ íà ñåòåâîé èíòåðôåéñ ME;

• óñòàíîâèòü ïàðîëü íà äîñòóï ê ME.

Ïîñëå ýòîãî ìîæíî îáðàùàòüñÿ íàWeb-èíòåðôåéñ ïî ïîðòó 16992 (HTTP)
èëè 16993 (HTTPS).

Ââåäèòå ïàðîëü, çàäàííûé ïðè íàñòðîéêå ME.
È èìÿ ïîëüçîâàòåëÿ, è ïàðîëü ñîâïàäàåþò ñ òåìè, êîòîðûå âû èñïîëü-

çóåòå ïðè äîñòóïå ê êîíñîëè óïðàâëåíèÿ ME íåïîñðåäñòâåííî.
Ïîñëå òîãî êàê ïàðîëü ââåä¼í, è àóòåíòèôèêàöèÿ ïðîéäåíà, âû ïîëó÷à-

åòå äîñòóï ê web-èíòåðôåéñó AMT.
Ñ ëåâîé ñòîðîíû ýêðàíà íàõîäèòñÿ ïàíåëü, íà êîòîðîé ïåðå÷èñëåíû

• System Status (ñîñòîÿíèå ñèñòåìû);

• Hardware Information (èíôîðìàöèÿ î æåëåçå);

• Event Log (æóðíàë ñîáûòèé);

• Remote Control (óäàë¼ííîå óïðàâëåíèå);

• Power Policies (ïîëèòèêè ïèòàíèÿ);

• Network Settings (ñåòåâûå íàñòðîéêè);

• User Accounts (ïîëüçîâàòåëüñêèå ó÷¼òíûå çàïèñè)

Óäàë¼ííîå óïðàâëåíèå ñèñòåìîé.
Ñèñòåìó ìîæíî âûêëþ÷èòü èëè âêëþ÷èòü. Ïðè èñïîëüçîâàíèè web-èíòåðôåéñà

çàãðóæàòü ìîæíî òîëüêî ñ ëîêàëüíûõ íîñèòåëåé èíôîðìàöèè (æ¼ñòêîãî
äèñêà èëè CD-ïðèâîäà), çàãðóçêà ïðè ïîìîùè ïðîòîêîëà IDE-R íåâîçìîæ-
íà.

2.2 Äîïîëíèòåëüíàÿ èíôîðìàöèÿ

• Óïðàâëåíèå êîìïüþòåðîì ÷åðåç Web-èíòåðôåéñ AMT3

3http://xgu.ru/wiki/vpro/amt-web

http://xgu.ru/wiki/vpro/amt-web
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3 Èñïîëüçîâàíèå AMT Commander

AMT Commander � îäíà èç îñíîâíûõ ïðîãðàìì, âõîäÿùèõ â êîìïëåêò
AMT Developer Toolkit, íàáîðà ïðîãðàììíîãî îáåñïå÷åíèÿ Intel, ïðåäíàçíà-
÷åííîãî äëÿ äåìîíñòðàöèè âîçìîæíîñòåé vPro è äëÿ ðàçðàáîòêè íîâîãî ïðî-
ãðàììíîãî îáåñïå÷åíèÿ, èñïîëüçóþùåãî vPro.

3.1 Èíñòàëëÿöèÿ AMT Developer Toolkit

Íåîáõîäèìî óñòàíîâèòü â ñèñòåìå Microsoft .NET Framework (>=2.0). Ïîñëå
ýòîãî íåîáõîäèìî ñêà÷àòü è óñòàíîâèòü Intel AMT Developer Toolkit.

Â åãî ñîñòàâ âõîäèò íåñêîëüêî ïðîãðàìì, ãëàâíàÿ èç êîòîðûõ � AMT
Commander, ïðîãðàììà ïðåäíàçíà÷åííàÿ äëÿ óïðàâëåíèÿ óäàë¼ííîé ñè-
ñòåìîé ïðè ïîìîùè òåõíîëîãèè AMT.

Ñïèñîê ïðîãðàìì, âõîäÿùèõ â ñîñòàâ AMT Developer Toolkit:

• Intel AMT Commander � îñíîâíîé èíñòðóìåíò äëÿ óïðàâëåíèÿ
êîìïüþòåðîì ïðè ïîìîùè òåõíîëîãèè Intel AMT;

• Intel AMT Defender � èíñòðóìåíò äëÿ ñîçäàíèÿ è ïðèìåíåíèÿ ïðà-
âèë ôèëüòðàöèè ñåòåâîãî òðàôèêà ïðè ïîìîùè òåõíîëîãèè Intel AMT;

• Intel AMT Director � èíñòðóìåíò äëÿ óïðàâëåíèÿ êîìïüþòåðàìè
ïî AMT â Enterprise ðåæèìå;

• Intel AMT Guardpost � ëåãêîâåñíûé Outpost, serial-àãåíò;

• Intel AMT Monitor � ïðîãðàììà, èçîáðàæàþùàÿ ãðàôè÷åñêè, â
êàêîì ñîñòîÿíèå íàõîäèëîñü ïèòàíèå íàáëþäàåìûõ êîìïüþòåðîâ;

• Intel AMT Outpost Service Control Panel � ïàíåëü äëÿ óïðàâëå-
íèÿ ïðîãðàììîé AMT Outpost, serial-àãåíòîì, êîòîðûé èñïîëüçóåòñÿ
ïðè äîñòóïå ê êîìïüþòåðó ñ ïîìîùüþ Serial-over-LAN.

Ïåðåä íà÷àëîì óñòàíîâêè óáåäèòåñü, ÷òî â ñèñòåìå óñòàíîâëåí Microsoft

Windows .NET Framework 2.0. Óñòàíîâèòå .MSI-ïàêåò AMTDeveloper Toolkit,
ïîëó÷åííûé è ñàéòà Intel èëè èç äðóãîãî íàä¼æíîãî èñòî÷íèêà.

Ïðè èíñòàëëÿöèè èñïîëüçóéòå âñå çíà÷åíèÿ ïðåäëàãàåìûå èíñòàëëÿòî-
ðîì. Áóäóò óñòàíîâëåíû âñå êîìïîíåíòû Intel AMT Developer Toolkit.

Ïîñëå òîãî êàê èíñòàëëÿöèÿ çàêîí÷åíà, ìîæíî çàïóñêàòü Intel AMT
Commander.

Ñêðèíîøîòû ïðîöåññà óñòàíîâêè ïðåäñòàâëåíû íèæå.

3.2 Èñïîëüçîâàíèå AMT Commander

Äîáàâüòå êîìïüþòåð (èëè ìíîæåñòâî êîìïüþòåðîâ), êîòîðûìè âû ñîáèðà-
åòåñü óïðàâëÿòü. Ïðè äîáàâëåíèè âû äîëæíû áóäåòå óêàçàòü ïàðîëü, óñòà-
íîâëåííûé â õîäå íàñòðîéêè AMT ÷åðåç MBEx.

Ïîñëå òîãî òîãî êàê êîìïüþòåð äîáàâëåí, äëÿ óïðàâëåíèÿ èì íóæíî
âûïîëíèòü ïîäêëþ÷åíèå ê íåìó.

Äëÿ ýòîãî íàæìèòå êíîïêó Connect. Ïîñëå òîãî êàê ñîåäèíåíèå áóäåò
óñòàíîâëåíî, òåêñò íà êíîïêå Connect çàìåíèòñÿ íà Disconnect. Âû ìî-
æåòå íàæàòü íà ýòó êíîïêó, êîãäà çàêîí÷èòå ðàáîòàòü ñ êîïüþòåðîì.
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3.2.1 Óïðàâëåíèå ïèòàíèåì êîìïüþòåðà

Ïîñìîòðèòå èíôîðìàöèþ î êîìïüþòåðå, à òàêæå ïîïðîáóéòå ñ ïîìîùüþ
AMT Commander âûêëþ÷èòü è âêëþ÷èòü åãî.

3.2.2 Ïåðåíàïðàâëåíèå Serial-êîíñîëè

Äëÿ ïåðåíàïðàâëåíèÿ Serial-êîíñîëè âûáåðèòå â ìåíþ Remote Command
è â í¼ì ïåðåçàãðóçèòü ñ ïîìîùüþ êîìàíäû Reboot with Remoting.

Íà ýêðàíå äîëæåí ïîÿâèòÿñÿ âûâîä óäàë¼ííîãî êîìïüþòåðà íà êîíñîëü.

Åñëè âû õîòèòå èñïîëüçîâàòü PuTTY äëÿ ðàáîòû ñ êîíñîëüþ, íóæíî
ðàçìåñòèòü ôàéë putty.exe â êàòàëîãå ñ AMT Commander'îì.

3.2.3 Óäàë¼ííàÿ çàãðóçêà ñèñòåìû ñ ïîìîùüþ IDE-R

Åñëè âû õîòèòå çàãðóçèòü óäàë¼ííóþ ñèñòåìó ñ ëîêàëüíîãî êîìïàêò-äèñêà,
âîñïîëüçóéòåñü òåõíîëîãèåé ïåðåíàïðàâëåíèÿ IDE-R, ïðåäíàçíà÷åííîé äëÿ
ïåðåíàïðàâëåíèÿ IDE ïîâåðõ TCP/IP.

Íóæíî ÷òîáû äèñê, ñ êîòîðîãî âû ñîáèðàåòåñü çàãðóçèòü óäàë¼ííóþ ñè-
ñòåìó, íàõîäèëñÿ â ïðèâîäå.

3.3 Äîïîëíèòåëüíàÿ èíôîðìàöèÿ

• Èñïîëüçîâàíèå AMT Commander4

• Intel R© AMT Developer Tool Kit (DTK)5 (àíãë.) � äîìàøíÿÿ ñòðàíèöà

• Ylian Saint-hilaire (Intel)6 (àíãë.) � áëîã âåäóùåãî ðàçðàáîò÷èêà Intel
Developer Toolkit è Intel AMT Commander

4http://xgu.ru/wiki/vpro/amt-dtk
5http://www.intel.com/software/amt-dtk/
6http://softwareblogs.intel.com/author/ylian-saint-hilaire/

http://xgu.ru/wiki/vpro/amt-dtk
http://www.intel.com/software/amt-dtk/
http://softwareblogs.intel.com/author/ylian-saint-hilaire/
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3.4 Ñêðèíøîòû ïðîöåññà èíñòàëëÿöèè è èñïîëüçîâà-
íèÿ AMT Developer Toolkit

3.4.1 Óñòàíîâêà AMT Developer Toolkit
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3.4.2 Èñïîëüçîâàíèå Intel AMT Commander
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3.4.3 Ïåðåíàïðàâëåíèå ïîñëåäîâàòåëüíîãî ïîðòà
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Èñïîëüçîâàíèå PuTTY äëÿ ïîäêëþ÷åíèÿ
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Çàãðóçêà îïåðàöèîííîé ñèñòåìû ñ ïåðåíàïðàâëåíûì êîíñîëè íà
ïîñëåäîâàòåëüíûé ïîðò
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4 Intel VT-x: Windows XP â Xen

Çäåñü ðàññìàòðèâàåòñÿ ïðîöåäóðà ïîäãîòîâêè è çàïóñêà äîìåíà ñ Windows
â ñèñòåìå âèðòóàëèçàöèè Xen íà ïëàòôîðìå ñ àïïàðàòíîé ïîääåðæêîé âèð-
òóàëèçàöèè (HVM).

4.1 Ïðåäâàðèòåëüíûå òðåáîâàíèÿ

Â ïåðâóþ î÷åðåäü, äëÿ óñòàíîâêè Windows XP, êàê è ëþáîé äðóãîé ñèñòåìû
ñ çàêðûòûì êîäîì, íåîáõîäèìà ïîääåðæêà öåíòðàëüíûì ïðîöåññîðîì òåõ-
íîëîãèè âèðòóàëèçàöèè Intel R©Virtualization Technology (VT) èëè Paci�ca
(AMD). Ïîääåðæêà àïïàðàòíîé âèðòóàëèçàöèè äîëæíà áûòü è ó Xen. Ïðè
ñáîðêå èç èñõîäíûõ òåêñòîâ ïîíàäîáèòñÿ óñòàíîâèòü â ñèñòåìó:

• dev86 � Àññåìáëåð è êîìïîíîâùèê äëÿ ðåàëüíîãî ðåæèìà 80x86.
Ýòîò ïàêåò íåîáõîäèì äëÿ ñáîðêè êîäà BIOS, çàïóñêàåìîãî â (âèðòó-
àëüíîì) ðåàëüíîì ðåæèìå. Åñëè ïàêåò dev86 íåäîñòóïåí äëÿ x86_64,
òî ìîæíî èñïîëüçîâàòü i386 âåðñèþ.

• LibVNCServer � Íåìîäèôèöèðóåìûé VGA äèñïëåé, êëàâèàòóðó è
ìûøü ìîæíî âèðòóàëèçèðîâàòü ñ ïîìîùüþ áèáëèîòåêè vncserver.

• SDL-devel, SDL � Åñëè ïàêåòû SDL è SDL-devel íå áûëè óñòàíîâ-
ëåíû ïî óìîë÷àíèþ, òî âçÿòü èõ ìîæíî èç ñèñòåìû ïîðòîâ èëè ñêîì-
ïèëèðîâàâ èç èñõîäíûõ òåêñòîâ.

Ïðè âûïîëíåíèè âûøåóêàçàííîé ïðîöåäóðû íà Debian GNU/Linux íåîá-
õîäèìî ó÷åñòü, ÷òî ïàêåò dev86 â Debian ðàçáèò íà äâà ïàêåòà � bin86 è
bcc � è ïåðåä êîìïèëÿöèåé Xen èç àðõèâà èñõîäíûõ òåêñòîâ äîëæíû áûòü
óñòàíîâëåíû îáà ýòè ïàêåòà.

4.2 Êîíôèãóðàöèîííûé ôàéë äîìåíà

Â òåðìèíîëîãèè Xen ãîñòåâûå äîìåíû, èñïîëíÿþùèåñÿ â ðåæèìå àïïàðàò-
íîé âèðòóàëèçàöèè íàçûâàþòñÿ HVM-äîìåíàìè. Äëÿ îáëåã÷åíèÿ ïðîöåññà
êîíôèãóðèðîâàíèÿ ñóùåñòâóåò ïðèìåð êîíôèãóðàöèîííîãî ôàéëà òàêîãî
äîìåíà (ïðè óñòàíîâêå èç èñõîäíèêîâ îí íàçûâàåòñÿ /etc/xen/xmexample.hvm;
ïðè óñòàíîâêå èç ïàêåòîâ ïóòü ìîæåò áûòü äðóãèì). Â í¼ì ïîìèìî îïöèé
èñïîëüçóþùèõñÿ â ïàðàâèðòóàëüíûõ äîìåíàõ åñòü è ñóãóáî ñïåöèôè÷åñêèå:

• kernel � VMX �rmware loader, /usr/lib/xen/boot/vmxloader

• builder � Ôóíêöèè ñáîðêè äîìåíà. VMX-äîìåíû èñïîëüçóþò vmx
builder

• acpi � Çàäåéñòâóåò ACPI VMX-äîìåíà, ïî óìîë÷àíèþ ðàâíî "0" (îò-
êëþ÷åíî)

• apic � Çàäåéñòâóåò APIC VMX-äîìåíà, ïî óìîë÷àíèþ ðàâíî "0" (îò-
êëþ÷åíî)

• pae � Çàäåéñòâóåò PAE VMX-äîìåíà, ïî óìîë÷àíèþ ðàâíî "0" (îò-
êëþ÷åíî)
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• vif � Îïöèîíàëüíî îïðåäåëÿåò MAC àäðåñ è/èëè ðåæèì ìîñòà äëÿ
ñåòåâîãî èíòåðôåéñà. Åñëè çíà÷åíèå MAC íå óêàçàíî, òî íàçíà÷àåò-
ñÿ ñëó÷àéíûé àäðåñ. Åñòü âîçìîæíîñòü çàäàòü ïàðàìåòð type=ioemu
äëÿ èñïîëüçîâàíèÿ ioemu â VMX NIC. Åñëè ýòî çíà÷åíèå íå îïðåäå-
ëåíî, òî vbd èñïîëüçóåòñÿ êàê â ïàðàâèðòóàëüíûõ("íîðìàëüíûõ", ñ
ìîäèôèöèðîâàííûì ÿäðîì) äîìåíàõ.

• disk � Îïðåäåëÿåò äèñêîâûå óñòðîéñòâà, ê êîòîðûì ãîñòåâîé äîìåí
äîëæåí èìåòü äîñòóï. Åñëè äëÿ äîìåíà èñïîëüçóåòñÿ ôèçè÷åñêèé íî-
ñèòåëü â êà÷åñòâå äèñêà, òî îí äîëæåí áûòü îïèñàí ñòðîêîé òèïà:

phy:UNAME,ioemu:DEV,MODE,

ãäå UNAME � èìÿ óñòðîéñòâà, DEV � èìÿ äèñêà, êàê åãî âèäèò äîìåí è MODE

ïðèíèìàåò çíà÷åíèÿ r äëÿ read-only è w äëÿ read-write. Åñëè ýòî çíà÷åíèå
íå îïðåäåëåíî, òî ioemu èñïîëüçóåòñÿ êàê ïàðàâèðòóàëüíûõ äîìåíàõ.

Åñëè èñïîëüçóåòñÿ îáðàç äèñêà, òî ñòðîêà ïðèíèìàåò âèä:

file:FILEPATH,ioemu:DEV,MODE

Åñëè èñïîëüçóåòñÿ áîëüøå îäíîãî äèñêà, òî îíè ðàçäåëÿþòñÿ çàïÿòîé.
Íàïðèìåð:

disk = ['file:/var/images/image1.img,ioemu:hda,w', \

'file:/var/images/image2.img,ioemu:hdb,w']

• cdrom � Îáðàç CD-ROM. Ïî óìîë÷àíèþ, äëÿ Domain0 ýòî çíà÷å-
íèå ðàâíî /dev/cdrom. Âíóòðè VMX-äîìåíà CD-ROM áóäåò âèäåí êàê
/dev/hdc.

• boot � Çàãðóçêà ñ �oppy (a), hard disk (c) èëè CD-ROM (d).

• device_model � Èíñòðóìåíò ýìóëÿöèè óñòðîéñòâ äëÿ VMX-äîìåíà.
Ìîãóò áûòü èçìåíåíû ïàðàìåòðû, ïðèâåäåííûå íèæå.

• sdl � Çàäåéñòâóåò áèáëèîòåêó SDL äëÿ îòîáðàæåíèÿ ãðàôèêè, ïî óìîë-
÷àíèþ ðàâíî "0" (îòêëþ÷åíî)

• vnc � Çàäåéñòâóåò áèáëèîòåêó VNC äëÿ îòîáðàæåíèÿ ãðàôèêè, ïî
óìîë÷àíèþ ðàâíî "0" (îòêëþ÷åíî)

• vncviewer � Åñëè vnc=1 è vncviewer=0, ïîëüçîâàòåëü ìîæåò èñïîëü-
çîâàòü vncviewer äëÿ ïîäêëþ÷åíèÿ ê VMX-äîìåíó. Íàïðèìåð:

$ vncviewer domain0_IP_address:VMX_domain_id

• ne2000 � Çàäåéñòâóåò ðåæèì ñîâìåñòèìîñòè ne2000, ïî óìîë÷àíèþ
ðàâíî "0" (îòêëþ÷åíî, èñïîëüçóåòñÿ pcnet)

• serial � Ïåðåíàïðàâëåíèå ïîñëåäîâàòåëüíûõ ïîðòîâ ãîñòåâîãî äîìåíà
íà ðåàëüíîå óñòðîéñòâî.

• usb � Âêëþ÷åíèå ïîääåðæêè USB áåç óêàçàíèÿ ñïåöèôè÷åñêîãî óñòðîé-
ñòâà. Ïî óìîë÷àíèþ ýòà ôóíêöèÿ îòêëþ÷åíà, â ñëó÷àå æå îïðåäåëåíèÿ
ïàðàìåòðà usbdevice, åå íåîáõîäèìî çàäåéñòâîâàòü.
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• usbdevice � Âêëþ÷åíèå ïîääåðæêè êîíêðåòíûõ óñòðîéñòâ. Íàïðè-
ìåð, ïîääåðæêà ìûøè PS/2 ÷åðåç USB:

usbdevice='mouse'

• localtime � Óñòàíîâêà ëîêàëüíîãî âðåìåíè. Ïî óìîë÷àíèþ ðàâíî "0",
ò.å UTC

• enable-audio � Ïîääåðæêà çâóêà. Íàõîäèòñÿ â ðàçðàáîòêå.

• full-screen � Ïîääåðæêà ïîëíîýêðàííîãî ðåæèìà. Íàõîäèòñÿ â ðàç-
ðàáîòêå.

• nographic � Äðóãîé ñïîñîá ïåðåíàïðàâèòü âûâîä íà ïîñëåäîâàòåëü-
íûé ïîðò. Â ýòîì ñëó÷àå îïöèè 'sdl' èëè 'vnc' íå ðàáîòàþò. Èñïîëüçî-
âàíèå äàííîãî ðåæèìà íå ðåêîìåíäóåòñÿ.

4.3 Ïðîâåðêà íà ïîääåðæêó VMX

Ïîñëå çàãðóçêè ñàìîãî Dom0 óáåäèìñÿ â íàëè÷èè ïîääåðæêè VMX (ïðî-
öåññîðû Intel):

# xm dmesg | grep VMX

(XEN) VMXON is done

(XEN) VMXON is done

...

(XEN) VMXON is done

(XEN) VMXON is done

(XEN) VMXON is done

#

Åñëè èñïîëüçóåòñÿ ïðîöåññîð AMD:

# xm dmesg | grep -i svm

(XEN) AMD SVM Extension is enabled for cpu 0.

(XEN) AMD SVM Extension is enabled for cpu 1.

Â îáùåì ñëó÷àå:

# xm info | grep caps

hw_caps : 178bfbff:ebd3fbff:00000000:00000010:00.....

xen_caps : xen-3.0-x86_32p hvm-3.0-x86_32 hvm-3.0-x86_32p

hvm-3.0-x86_32 ãîâîðèò î òîì, ÷òî XEN óñïåøíî îáíàðóæèë ïðîöåññîð,
êîòîðûé ïîääåðæèâàåò òåõíîëîãèè Intel VT èëè AMD-V.

Åñëè ó âàñ äðóãîå ñîîáùåíèå, òî ïðîâåðüòå íàñòðîéêè BIOS è çàäåé-
ñòâóéòå ïîääåðæêó àïïàðàòíîé âèðòóàëèçàöèè, åñëè îíà âûêëþ÷åíà.
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4.4 Ñîçäàíèå äèñêîâîãî ðàçäåëà äëÿ ãîñòåâîé ñèñòåìû

Ñîçäàåì îáðàç äèñêà Xen:

# mkdir -p /root/xenimages

# cd /root/xenimages

# dd if=/dev/zero of=WS128.img bs=1M count=4096

Òàêæå íåîáõîäèìî ñîçäàòü iso-îáðàç ñèñòåìû WinXP � ServicePack2. Â
äàííîì ñëó÷àå, ðàçìåñòèì åãî â êàòàëîãå /root/xenimages.

Íà îñíîâå ýòàëîííîãî ôàéëà êîíôèãóðàöèè ñîçäàäèì ñâîé ñîáñòâåííûé:

# cat /etc/xen/winXP128

kernel = "/usr/lib/xen/boot/hvmloader"

builder='hvm'

memory = 512

name = "WinXP128"

vcpus=1

pae=0

acpi=0

apic=0

cpus = ""

vif = [ 'type=ioemu, bridge=xenbr0' ]

disk = [

'file:/root/xenimages/winXP128.img,ioemu:hda,w',

'file:/root/xenimages/en_winxp_pro_with_sp2.iso,ioemu:hdc:cdrom,r'

]

on_poweroff = 'destroy'

on_reboot = 'destroy'

on_crash = 'destroy'

device_model = '/usr/lib/xen/bin/qemu-dm'

boot='d'

sdl=0

vnc=1

vncviewer=0

stdvga=0

serial='pty'

ne2000=0

Îáðàòèòå âíèìàíèå íà òî, ÷òî óêàçàí ïàðàìåòð boot=d, ÷òî íåîáõîäèìî
äëÿ óñòàíîâêè. Âïîñëåäñòâèè åãî íåîáõîäèìî çàìåíèòü íà boot='c'. Äîñòóï
ê ãîñòåâîìó äîìåíó áóäåò îñóùåñòâëÿòüñÿ ÷åðåç VNC, èñïîëüçîâàíèå SDL
íå ïðåäïîëàãàåòñÿ.

4.5 Çàïóñê äîìåíà è èíñòàëëÿöèÿ ãîñòåâîé ñèñòåìû

Íà÷èíàåì óñòàíîâêó è ïîäñîåäèíÿåìñÿ ê äîìåíó ñ ïîìîùüþ VNC � ñðàçó
ïîñëå ñîçäàíèÿ äîìåíà ïîäêëþ÷àåìñÿ ê íåìó ñ ïîìîùüþ vncviewer.

# xm create -c /etc/xen/winXP128

Using config file "/etc/xen/winXP128".

Started domain WinXP128
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Ïîäêëþ÷åíèå ê VNC:

%$ vncviewer localhost:0

Ñ óñòàíîâêîé ìîãóò áûòü ïðîáëåìû. Ìîæíî ïîïðîáîâàòü ðåøèòü ïðî-
áëåìó òàê: íà ýêðàíå óñòàíîâêè, ïðåäëàãàþùåì íàæàòü F6 äëÿ óñòàíîâêè
SCSI èëè RAID êîíòðîëëåðà, íàäî íàæàòü F5 è âûáðàòü ïóíêò Standard

PC èç ïðåäëîæåííîãî ìåíþ.

ACPI Multiprocessor PC

ACPI Uniprocessor PC

Advanced Configuration and Power Interface (ACPI) PC

Compaq SystemPro Multiprocessor or 100% Compatible PC

MPS Uniprocessor PC

MPS Multiprocessor PC

Standard PC

Standard PC with C-Step i486

Other

Ïîñëå òîãî, êàê ïðîãðàììà óñòàíîâêè Windows îòôîðìàòèðóåò äèñê è
ñêîïèðóåò íà íåãî íåîáõîäèìûå ôàéëû, âûïîëíÿåòñÿ ïåðåçàãðóçêà. Ñîãëàñ-
íî íàøåìó ôàéëó êîíôèãóðàöèè, âèðòóàëüíàÿ ìàøèíà áóäåò çàêðûòà è íàì
ïðåäîñòàâèòñÿ óäà÷íàÿ âîçìîæíîñòü îòðåäàêòèðîâàòü ïàðàìåòð boot='c',
ïîñëå ÷åãî çàïóñêàåì âèðòóàëüíóþ ìàøèíó è ñîåäèíÿåìñÿ ñ êîíñîëüþ:

%# xm create /etc/xen/winXP128

Using config file "/etc/xen/winXP128".

Started domain WinXP128

VNC:

%$ vncviewer localhost:0

4.6 Çàïóñê óæå óñòàíîâëåííîé Windows â äîìåíå Xen
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Îïåðàöèîííàÿ ñèñòåìà Windows îäíîãî õîñòà, çàïóùåííàÿ â äîìåíå Xen

íà äðóãîì õîñòå

Åñëè íà êîìïüþòåðå óñòàíîâëåíî äâå îïåðàöèîííûå ñèñòåìû, è îäíà èç
íèõ ýòî Xenolinux (Xen + Linux), òî âòîðóþ ìîæíî çàïóñòèòü êàê ïîëüçîâà-
òåëüñêèé äîìåí Xen. Åñëè îïåðàöèîííàÿ ñèñòåìà óñòàíîâëåíà íå ëîêàëüíî,
à íà äðóãîì êîìïüþòåðå, å¼ òîæå ìîæíî çàïóñòèòü â äîìåíå Xen, òîëüêî äëÿ
ýòîãî íåîáõîäèìî êàê-òî äàòü âîçìîæíîñòü äîñòóïà ñèñòåìå âèðòóàëèçàöèè
ê îáðàçó óñòàíîâëåííîé ñèñòåìû, òàê ÷òîáû, ãðóáî ãîâîðÿ, âèðòóàëüíûé äî-
ìåí óâèäåë äèñê. Ýòî ìîæíî ñäåëàòü, íàïðèìåð, ñ ïîìîùüþ AoE èëè iSCSI.

4.7 Ïàðàâèðòóàëüíûå äðàéâåðû

Îêíî Device Manager â Windows ñ óñòàíîâëåííûìè ñâîáîäíûìè

ïàðàâèðòóàëüíûìè äðàéâåðàìè

Àïïàðàòíàÿ âèðòóàëèçàöèÿ áåð¼ò íà ñåáÿ îñíîâíûå òðóäíîñòè ïî ïåðå-
êëþ÷åíèþ êîíòåêñòîâ ãîñòåâûõ îïåðàöèîííûõ ñèñòåì è õîñò-ñèñòåìû, íî
îíà íè÷åãî (ïîêà ÷òî) íå äåëàåò äëÿ óñêîðåíèÿ ââîäà/âûâîäà. Êàê òîëüêî
çàäà÷à òðåáóåò ââîäà/âûâîäà ëþáàÿ ñèñòåìà âèðòóàëèçàöèè (íî íå ïàðàâèð-
òóàëèçàöèè!) ñóùåñòâåííî çàìåäëÿåò ñâîþ ðàáîòó.

Îäíà èç ãëàâíûõ ïðè÷èí ðàçðàáîòêè è èñïîëüçîâàíèÿ ïàðàâèðòóàëüíûõ
äðàéâåðîâ � âîçìîæíîñòü ñóùåñòâåííîãî ïîâûøåíèÿ ïðîèçâîäèòåëüíîñòè
ðàáîòû ãîñòåâûõ ñèñòåì, ðàáîòàþùèõ â ðåæèìå ïîëíîé âèðòóàëèçàöèè.

Âî âòîðîé ïîëîâèíå 2007 ãîäà ïîÿâèëèñü ïåðâàÿ ðåàëèçàöèÿ ñâîáîäíûõ
ïàðàâèðòóàëüíûõ äðàéâåðîâ ïîä Windows, ñäåëàííàÿ Äæåéìñîì Õàðïåðîì
(James Harper).

Â êîíöå 2007 ãîäà âûøëà âåðñèÿ 0.5.0 äðàéâåðîâ, êîòîðûå ìîæíî ðàñ-
ñìàòðèâàòü êàê ýêñïåðèìåíòàëüíûå. Èõ ìîæíî ñòàâèòü â âèðòóàëüíóþ ìà-
øèíó è èãðàòüñÿ ñ íèìè, íî èõ ïîêà ÷òî íè â êîåì ñëó÷àå íå ñòîèò èñïîëü-
çîâàòü íà ïðîèçâîäñòâåííûõ ñèñòåìàõ.

Â íàñòîÿùèé ìîìåíò ñâîáîäíûå ïàðàâèðòóàëüíûå äðàéâåðû Xen äëÿ
Windows íàõîäÿòñÿ â êðàéíå ñûðîì ñîñòîÿíèè è ìîãóò èñïîëüçîâàòüñÿ èñ-
êëþ÷èòåëüíî â ýêñïåðèìåíòàëüíûõ öåëÿõ.

4.8 Ïðîáðîñ PCI-óñòðîéñòâ âíóòðü äîìåíà Windows

Íà÷èíàÿ ñ Xen 3.2.0 ïðè íàëè÷èè â ñèñòåìå àïïàðàòíîé ïîääåðæêè âèðòó-
àëèçàöèè ââîäà/âûâîäà Intel VT-d (íå ïóòàòü ñ âèðòóàëèçàöèåé ïðîöåññîðà
VT-x!) ñóùåñòâóåò âîçìîæíîñòü âûïîëíÿòü ìîíîïîëüíîå âûäåëåíèå PCI-
óñòðîéñòâà äîìåíó Xen. Ðàíüøå ýòî áûëî âîçìîæíî äëÿ ïàðàâèðòóàëüíûõ
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äîìåíîâ, íî áûëî íåâîçìîæíî äëÿ HVM-äîìåíîâ, à èìåííî â òàêîì èñïîë-
íÿåòñÿ Windows.

Ïðè âûïîëíåíèè ïðîáðîñà PCI-óñòðîéñòâà Windows ðàáîòàåò ñ íèì íà-
ïðÿìóþ, íà ïîëíîé ñêîðîñòè, è èñïîëüçóÿ ñîáñòâåííûå äðàéâåðà. Ýòî ïîçâî-
ëÿåò îáîéòè ïðîáëåìû ñ ïðîèçâîäèòåëüíîñòüþ, êîòîðûå åñòü ïðè ýìóëÿöèè
óñòðîéñòâ, à òàêæå çàäåéñòâîâàòü âñå âîçìîæíîñòè óñòðîéñòâà, î êîòîðûõ
çíàåò äðàéâåð.

Ïðè âûäåëåíèè óñòðîéñòâà ãîñòåâîìó îíî ñòàíîâèòñÿ íåäîñòóïíûì äëÿ
äîìåíà 0 è èñïîëüçóåòñÿ ãîñòåâûì äîìåíîì ìîíîïîëüíî.

Ãðàôè÷åñêèé àäàïòåð ÿâëÿåòñÿ î÷åíü ñïåöèôè÷åñêèì óñòðîéñòâîì, ìî-
íîïîëüíîå âûäåëåíèå êîòîðîãî ïîêà íå ïîääåðæèâàåòñÿ. Ýòî îçíà÷àåò, ÷òî
çàïóñêàòü Counter Strike âíóòðè ãîñòåâîãî äîìåíà Xen è ïðè ýòîì íàïðÿìóþ
èñïîëüçîâàòü ãðàôè÷åñêóþ êàðòó ïîêà íå ïîëó÷èòñÿ.

4.9 Äîïîëíèòåëüíàÿ èíôîðìàöèÿ

• Windows XP â Xen7

7http://xgu.ru/wiki/xen/winxp

http://xgu.ru/wiki/xen/winxp
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5 Intel VT-x: Windows Vista â Xen

Çäåñü ðàññìàòðèâàåòñÿ ïðîöåññ èíñòàëëÿöèè è çàïóñêà âèðòóàëüíîé ìàøè-
íû ïîä óïðàâëåíèåì â MS Windows Vista âíóòðè ïîëíîñòüþ âèðòóàëèçèðî-
âàííîãî äîìåíà Xen íà ìàøèíå ñ ïîääåðæêîé ïðîöåññîðîì àðõèòåêòóðíûõ
ðàñøèðåíèé âèðòóàëèçàöèè (HVM). Îòäåëüíîå âíèìàíèå óäåëÿåòñÿ ðåøå-
íèþ ïðîáëåì ñ ñåòüþ âíóòðè âèðòóàëüíîé ìàøèíû.

5.1 Ïîäãîòîâêà õîñò-ñèñòåìû

Âûïîëíèòå ïîäãîòîâêó õîñò-ñèñòåìû (äîìåíà 0 Xen) êàê îïèñàíî íà ñòðà-
íèöå Èíñòàëëÿöèÿ Xen èëè äðóãèì ñïîñîáîì.

Â õîäå èíñòàëëÿöèè Windows äîñòóï ê âèðòóàëüíîé ìàøèíå áóäåò îñó-
ùåñòâëÿòüñÿ ÷åðåç VNC-ñåðâåð, âñòðîåííûé â Xen. Ïî óìîë÷àíèþ ñåðâåð
ïðèâÿçàí ê èíòåðôåéñó loopback è äîñòóïåí òîëüêî ïî àäðåñó 127.0.0.1.

Åñëè íåîáõîäèìî ðàáîòàòü ñ VNC-êîíñîëüþ ñ äðóãîé ìàøèíû, ìîæíî
ïîéòè äâóìÿ ïóòÿìè:

1. (áîëåå áåçîïàñíûé) Ïåðåíåñòè ïîðò VNC íà íå¼ ñ ïîìîùüþ SSH (ñì.
ïîäðîáíåå íà ñòðàíèöå SSH);

2. (áîëåå ïðîñòîé) Ðàçðåøèòü äîñòóï ê VNC-êîíñîëè ñ äðóãèõ ìàøèí.

Äëÿ ýòîãî íóæíî îòðåäàêòèðîâàòü ôàéë /etc/xen/xend-con�g.sxp, â êî-
òîðîì íàéòè è èçìåíèòü ïàðàìåòðû:

(vnc-listen '0.0.0.0')

è

(vnc-password 'PASSWORD')

Åñëè ïîñëåäíèé ïàðàìåòð íå óñòàíîâèòü, äîñòóï ïî VNC áóäåò ðàçðåø¼í
áåç ïàðîëÿ.

5.1.1 Ïðîâåðêà íà ïîääåðæêó VMX-ðàñøèðåíèé

Õîñò-ñèñòåìà äîëæíà ïîääåðæèâàòü VMX-ðàñøèðåíèÿ ïðîöåññîðà (ñì. Àï-
ïàðàòíûå òðåáîâàíèÿ Xen).

Óáåäèòüñÿ â íàëè÷èè ïîääåðæêè VMX ìîæíî òàê.
Äëÿ ïðîöåññîðîâ Intel:

# xm dmesg | grep VMX

(XEN) VMXON is done

(XEN) VMXON is done

...

(XEN) VMXON is done

(XEN) VMXON is done

(XEN) VMXON is done

#

Åñëè èñïîëüçóåòñÿ ïðîöåññîð AMD:
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# xm dmesg | grep -i svm

(XEN) AMD SVM Extension is enabled for cpu 0.

(XEN) AMD SVM Extension is enabled for cpu 1.

Â îáùåì ñëó÷àå:

# xm info | grep caps

hw_caps : 178bfbff:ebd3fbff:00000000:00000010:00002.....

xen_caps : xen-3.0-x86_32p hvm-3.0-x86_32 hvm-3.0-x86_32p

hvm-3.0-x86_32 ãîâîðèò î òîì, ÷òî XEN óñïåøíî îáíàðóæèë ïðîöåññîð,
êîòîðûé ïîääåðæèâàåò òåõíîëîãèè Intel VT èëè AMD-V.

Åñëè ó âàñ äðóãîå ñîîáùåíèå, íî âû óâåðåíû, ÷òî ó ïðîöåññîðà åñòü
àðõèòåêòóðíûå ðàñøèðåíèÿ âèðòóàëèçàöèè, òî ïðîâåðüòå íàñòðîéêè BIOS
è, åñëè âû ýòîãî åùå íå ñäåëàëè, çàäåéñòâóéòå ïîääåðæêó VT.

Âîçìîæíî, BIOS âàøåé ìàòåðèíñêîé ïëàòû èñêóñòâåííî îòêëþ÷àåò âèð-
òóàëèçàöèþ. Â ýòîì ñëó÷àå íóæíî îáíîâèòü èëè èñïðàâèòü BIOS (ñì. íà-
ïðèìåð GA-M59SLI-S4)

5.2 Ïîäãîòîâêà îáðàçà èíñòàëëÿöèîííîãî äèñêà

Ìîæíî èñïîëüçîâàòü íåïîñðåäñòâåííî äèñê ñ èíñòàëëÿòîðîì Windows, à
ìîæíî ïðåäâàðèòåëüíî ñîçäàòü ñ íåãî îáðàç.

Îáðàç ñîçäà¼òñÿ òðàäèöèîííûì ïóò¼ì:

%# cd /Volumes/ISO

%# cat /dev/hdd > windows-vista.iso

%# ls -l windows-vista.iso

-rw-r--r-- 1 igor igor 4681433088 2007-09-23 12:07 windows-vista.iso

5.3 Ïîäãîòîâêà êîíôèãóðàöèîííîãî ôàéëà äîìåíà Xen

Íåîáõîäèìî ñîçäàòü êîíôèãóðàöèîííûé ôàéë âèðòóàëüíîé ìàøèíû, â êî-
òîðîé áóäåò ðàáîòàòü Vista.

Ìîæíî èñïîëüçîâàòü ðàñïðîñòðàíÿåìûé ñ äèñòðèáóòèâîì Xen ïðèìåð è
äîðàáîòàòü åãî, à ìîæíî âîñïîëüçîâàòüñÿ ýòèì ïðèìåðîì:

$ grep -v ^# /etc/xen/windows-vista-hvm | grep -vx ''

kernel = "hvmloader"

builder='hvm'

memory = 1024

shadow_memory = 8

name = "windows-vista-hvm"

vif = [ 'type=ioemu, bridge=service0, mac=00:16:3e:03:00:c3' ]

disk = [ 'file:/xen/images/windows-vista-hvm.img,hda,w', \

'file:/Volumes/ISO/windows-vista.iso,hdc:cdrom,r' ]

device_model = 'qemu-dm'

boot="d"

sdl=0

vnc=1

vncpasswd=''

stdvga=0
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serial='pty'

usb=1

Ïàðàìåòðû, èñïîëüçîâàííûå â ýòîì êîíôèãóðàöèîííîì ôàéëå (ñ ïîë-
íûì ñïèñêîì ìîæíî îçíàêîìèòüñÿ â ¾Ðóêîâîäñòâå ïîëüçîâàòåëÿ Xen¿):

• kernel � VMX �rmware loader, /usr/lib/xen/boot/vmxloader

• builder � Ôóíêöèè ñáîðêè äîìåíà. VMX-äîìåíû èñïîëüçóþò vmx
builder

• vif � Îïöèîíàëüíî îïðåäåëÿåò MAC àäðåñ è/èëè ðåæèì ìîñòà äëÿ
ñåòåâîãî èíòåðôåéñà. Åñëè çíà÷åíèå MAC íå óêàçàíî, òî íàçíà÷àåò-
ñÿ ñëó÷àéíûé àäðåñ. Åñòü âîçìîæíîñòü çàäàòü ïàðàìåòð type=ioemu
äëÿ èñïîëüçîâàíèÿ ioemu â VMX NIC. Åñëè ýòî çíà÷åíèå íå îïðåäå-
ëåíî, òî vbd èñïîëüçóåòñÿ êàê â ïàðàâèðòóàëüíûõ("íîðìàëüíûõ", ñ
ìîäèôèöèðîâàííûì ÿäðîì) äîìåíàõ.

• disk � Îïðåäåëÿåò äèñêîâûå óñòðîéñòâà, ê êîòîðûì ãîñòåâîé äîìåí
äîëæåí èìåòü äîñòóï. Åñëè äëÿ äîìåíà èñïîëüçóåòñÿ ôèçè÷åñêèé íî-
ñèòåëü â êà÷åñòâå äèñêà, òî îí äîëæåí áûòü îïèñàí ñòðîêîé òèïà:

phy:UNAME,ioemu:DEV,MODE,

ãäå UNAME � èìÿ óñòðîéñòâà, DEV � èìÿ äèñêà, êàê åãî âèäèò äîìåí
è MODE ïðèíèìàåò çíà÷åíèÿ r äëÿ read-only è w äëÿ read-write. Åñëè
ýòî çíà÷åíèå íå îïðåäåëåíî, òî ioemu èñïîëüçóåòñÿ êàê ïàðàâèðòóàëüíûõ
äîìåíàõ.

Åñëè èñïîëüçóåòñÿ îáðàç äèñêà, òî ñòðîêà ïðèíèìàåò âèä:

file:FILEPATH,ioemu:DEV,MODE

Åñëè èñïîëüçóåòñÿ áîëüøå îäíîãî äèñêà, òî îíè ðàçäåëÿþòñÿ çàïÿòîé.
Íàïðèìåð:

disk = ['file:/var/images/image1.img,ioemu:hda,w', \

'file:/var/images/image2.img,ioemu:hdb,w']

• boot � Çàãðóçêà ñ �oppy (a), hard disk (c) èëè CD-ROM (d).

• device_model � Èíñòðóìåíò ýìóëÿöèè óñòðîéñòâ äëÿ VMX-äîìåíà.
Ìîãóò áûòü èçìåíåíû ïàðàìåòðû, ïðèâåäåííûå íèæå.

• sdl � Çàäåéñòâóåò áèáëèîòåêó SDL äëÿ îòîáðàæåíèÿ ãðàôèêè, ïî óìîë-
÷àíèþ ðàâíî "0" (îòêëþ÷åíî)

• vnc � Çàäåéñòâóåò áèáëèîòåêó VNC äëÿ îòîáðàæåíèÿ ãðàôèêè, ïî
óìîë÷àíèþ ðàâíî "0" (îòêëþ÷åíî)

• serial � Ïåðåíàïðàâëåíèå ïîñëåäîâàòåëüíûõ ïîðòîâ ãîñòåâîãî äîìåíà
íà ðåàëüíîå óñòðîéñòâî.

• usb � Âêëþ÷åíèå ïîääåðæêè USB áåç óêàçàíèÿ ñïåöèôè÷åñêîãî óñòðîé-
ñòâà. Ïî óìîë÷àíèþ ýòà ôóíêöèÿ îòêëþ÷åíà, â ñëó÷àå æå îïðåäåëåíèÿ
ïàðàìåòðà usbdevice, åå íåîáõîäèìî çàäåéñòâîâàòü.
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• usbdevice � Âêëþ÷åíèå ïîääåðæêè êîíêðåòíûõ óñòðîéñòâ. Íàïðè-
ìåð, ïîääåðæêà ìûøè PS/2 ÷åðåç USB:

usbdevice='mouse'

• localtime � Óñòàíîâêà ëîêàëüíîãî âðåìåíè. Ïî óìîë÷àíèþ ðàâíî "0",
ò.å UTC

• enable-audio � Ïîääåðæêà çâóêà. Íàõîäèòñÿ â ðàçðàáîòêå.

• full-screen � Ïîääåðæêà ïîëíîýêðàííîãî ðåæèìà. Íàõîäèòñÿ â ðàç-
ðàáîòêå.

• nographic � Äðóãîé ñïîñîá ïåðåíàïðàâèòü âûâîä íà ïîñëåäîâàòåëü-
íûé ïîðò. Â ýòîì ñëó÷àå îïöèè 'sdl' èëè 'vnc' íå ðàáîòàþò. Èñïîëüçî-
âàíèå äàííîãî ðåæèìà íå ðåêîìåíäóåòñÿ.

5.4 Ïîäãîòîâêà äèñêà äëÿ âèðòóàëüíîé ìàøèíû

Âèðòóàëüíàÿ ìàøèíà ïîä óïðàâëåíèåì Windows Vista òðåáóåò îáÿçàòåëü-
íîãî èñïîëüçîâàíèÿ æ¼ñòêîãî äèñêà.

Â êà÷åñòâå âèðòóàëüíîãî æ¼ñòêîãî äèñêà ìîæíî èñïîëüçîâàòü:

• ôàéë â õîñò-ñèñòåìå;

• áëî÷íîå óñòðîéñòâî â õîñò-ñèñòåìå, êîòîðûì ìîæåò áûòü:

� ôèçè÷åñêèé æ¼ñòêèé äèñê èëè åãî ðàçäåë;

� òîì LVM;

� ñåòåâîå èëè äðóãîå õðàíèëèùå, äîñòóïíîå â âèäå áëî÷íîãî óñòðîé-
ñòâà.

Â ñëó÷àå åñëè áóäåò èñïîëüçîâàòüñÿ ôàéë, åãî íóæíî ñîçäàòü è óêàçàòü
â êîíôèãóðàöèîííîì ôàéëå âèðòóàëüíîé ìàøèíû â êà÷åñòâå äèñêà.

%$ grep disk /etc/xen/windows-vista-hvm | grep -v ^#

disk = [ 'file:/xen/images/windows-vista-hvm.img,hda,w', \

'file:/Volumes/ISO/windows-vista.iso,hdc:cdrom,r' ]

Ñîçäàíèå ôàéëà ïðîùå âñåãî âûïîëíèòü ñ ïîìîùüþ êîìàíäû dd. Çäåñü
ñîçäà¼òñÿ ðàçðåæåííûé ôàéë ðàçìåðîì 10G (ìèíèìàëüíûé ðàçìåð äèñêà
ïðè èíñòàëëÿöèè Vista â êîíôèãóðàöèè ïî óìîë÷àíèþ):

%$ sudo dd if=/dev/zero \

of=/xen/images/windows-vista-hvm.img \

bs=1k seek=10240k count=1

1+0 çàïèñåé ñ÷èòàíî

1+0 çàïèñåé íàïèñàíî

ñêîïèðîâàíî 1024 áàéòà (1,0 kB), 4,6e-05 ñåêóíä, 22,3 MB/s

%$ ls -l /xen/images/windows-vista-hvm.img

-rw-r--r-- 1 root root 10737419264

2007-09-23 12:17 /xen/images/windows-vista-hvm.img
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5.5 Ïåðâûé çàïóñê

Ïîñëå òîãî êàê

1. Xen â äîìåíå 0 óñòàíîâëåí è íàñòðîåí;

2. Ñîçäàí îáðàç èíñòàëëÿöèîííîãî äèñêà Windows Vista (èëè äîñòóïåí
ñàì äèñê);

3. Ñîçäàí ôàéë äëÿ äèñêà âèðòóàëüíîé ìàøèíû (èëè äîñòóïíî íå÷òî
âìåñòî íåãî);

4. Ñîçäàí êîíôèãóðàöèîííûé ôàéë íîâîé âèðòóàëüíîé ìàøèíû

âèðòóàëüíóþ ìàøèíó ìîæíî çàïóñêàòü.
Çàïóñê âûïîëíÿåòñÿ ñ ïîìîùüþ êîìàíäû:

%$ sudo xm create windows-vista-hvm

Using config file "./windows-vista-hvm".

Started domain windows-vista-hvm

Åñëè ñòàðò ïðîø¼ë óñïåøíî, íîâûé äîìåí ïîÿâèòñÿ â ñïèñêå äîìåíîâ,
ðàáîòàþùèõ â õîñò-ñèñòåìå:

%$ sudo xm list

Name ID Mem VCPUs State Time(s)

Domain-0 0 1000 1 r----- 706.4

windows-vista-hvm 7 1032 1 ------ 0.5

Ïîñëå òîãî êàê âèðòóàëüíàÿ ìàøèíà çàïóùåíà, ìîæíî ïîäêëþ÷èòüñÿ ê
å¼ ýêðàíó ñ ïîìîùüþ VNC.

Èñïîëüçóåì vncviewer (â Debian GNU/Linux îí íàõîäèòñÿ â ïàêåòå xvncviewer):

$ vncviewer 127.0.0.1:0

VNC viewer version 3.3.7 - built Dec 30 2006 12:48:54

Copyright (C) 2002-2003 RealVNC Ltd.

Copyright (C) 1994-2000 AT&T Laboratories Cambridge.

See http://www.realvnc.com for information on VNC.

VNC server supports protocol version 3.3 (viewer 3.3)

No authentication needed

Desktop name "HVMXEN-windows-vista-hvm"

Connected to VNC server, using protocol version 3.3

VNC server default format:

32 bits per pixel.

Least significant byte first in each pixel.

True colour: max red 255 green 255 blue 255, shift red 16 green 8 blue 0

Using default colormap and visual, TrueColor, depth 24.

Got 256 exact BGR233 colours out of 256

Using BGR233 pixel format:

8 bits per pixel.

True colour: max red 7 green 7 blue 3, shift red 0 green 3 blue 6

Using shared memory PutImage

Throughput 20000 kbit/s - changing to Hextile
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Throughput 20000 kbit/s - changing from 8bit

Using viewer's native pixel format:

32 bits per pixel.

Least significant byte first in each pixel.

True colour: max red 255 green 255 blue 255, shift red 16 green 8 blue 0

Ïðîãðàììà ïîêàæåò ýêðàí èíñòàëëÿòîðà îïåðàöèîííîé ñèñòåìû.

5.6 Èíñòàëëÿöèÿ Vista

Èíñòàëëÿöèÿ âûïîëíÿåòñÿ òðàäèöèîííî. Â õîäå èíñòàëëÿöèè ñèñòåìà áó-
äåò íåñêîëüêî ðàç ïåðåçàãðóæàòüñÿ, ïðè ýòîì ïîäêëþ÷åíèå ïî VNC áóäåò
òåðÿòüñÿ. Äëÿ åãî âîññòàíîâëåíèÿ íóæíî âûçûâàòü vncviewer ïîâòîðíî.
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Ñèñòåìà óñïåøíî óñòàíîâëåíà.

5.7 Èçìåíåíèå ïîðÿäêà çàãðóçêè

Ïîñëå òîãî êàê ñèñòåìà áûëà ïðîèíñòàëëèðîâàíà, èìååò ñìûñë ïåðåéòè íà
çàãðóçêó âèðòóàëüíîé ìàøèíû ñ äèñêà (íå ñ CD). Äëÿ ýòîãî íóæíî ïîìå-
íÿòü çíà÷åíèå ïàðàìåòðà boot â êîíôèãóðàöèîííîì ôàéëå äîìåíà ñ d íà
c.

%$ grep ^boot /etc/xen/windows-vista-hvm

boot="c"
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5.8 Èíñòàëëÿöèÿ ñåòè

Íåèçâåñòíî ïî êàêîé ïðè÷èíå, íî Windows Vista íå ðàáîòàåò êîððåêòíî ñ
ñåòåâûì àäàïòåðîì RTL8139, êîòîðûé ýìóëèðóåòñÿ â HVM-äîìåíàõ Xen ïî
óìîë÷àíèþ: ñåòåâîå óñòðîéñòâî îáíàðóæèâàåòñÿ è äðàéâåð óñòàíàâëèâàåòñÿ,
íî ñåòü íå ðàáîòàåò.

Ñàìîå ïðîñòîå ðåøåíèå ïðîáëåìû � ïåðåéòè íà ýìóëÿöèþ ñåòåâîãî óñòðîé-
ñòâà NE2000. Ñ íèì ó Windows Vista íèêàêèõ ïðîáëåì íå çàìå÷åíî.

Ïðàâäà, äðàéâåð äëÿ ýòîé êàðòû ïî óìîë÷àíèþ îòñóòñòâóåò â ïîñòàâêå
Vista, è åãî íåîáõäèìî óñòàíîâèòü äîïîëíèòåëüíî.

Äëÿ òîãî ÷òîáû ïåðåäàòü äðàéâåð Windows Vista, â êîòîðîé ïîêà ÷òî
ñåòü íå ðàáîòàåò, íóæíî ïîäãîòîâèòü ISO-îáðàç ñ äðàéâåðîì è çàãðóçèòü
åãî â âèðòóàëüíóþ ìàøèíó.

• ZIP-àðõèâ ñ äðàéâåðîì NE20008

• ISO-îáðàç ñ äðàéâåðîì NE20009

ISO-îáðàç íóæíî ïîäëþ÷èòü ê ðàáîòàþùåé ìàøèíå (Ctrl-Alt-2) èëè óêà-
çàòü â ïàðàìåòðå disk ìàøèíû.

$ grep ^disk /etc/xen/windows-vista-hvm

disk = [ 'file:/xen/images/windows-vista-hvm.img,hda,w', \

'file:/Volumes/ISO/ne2k-drivercd.iso,hdc:cdrom,r' ]

Äèñê ñîäåðæèò ZIP-àðõèâ. Åãî íåîáõîäèìî ðàñïàêîâàòü, è èíèöèèðîâàòü
èíñòàëëÿöèþ äðàéâåðà ñòàíäàðòíûì ñïîñîáîì.

Ïîñëå òîãî êàê äðàéâåð óñòàíîâëåí, ñåòü íà÷èíàåò ðàáîòàòü.
Ýòî ìîæíî ïðîâåðèòü ñ ïîìîùüþ êîìàíä ipcon�g è ping:

8http://xgu.ru/download/w2k_8029.zip
9http://xgu.ru/download/ne2k-drivercd.iso

http://xgu.ru/download/w2k_8029.zip
http://xgu.ru/download/ne2k-drivercd.iso
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Èëè ñ ïîìîùüþ äðóãèõ ïðèëîæåíèé, êîòîðûå èñïîëüçóþò ñåòü:

5.9 Çàïóñê è ðàáîòà

Windows Vista ïðîèíñòàëëèðîâàíà è ãîòîâà ê ðàáîòå.

5.10 Äîïîëíèòåëüíàÿ èíôîðìàöèÿ

• Windows Vista â Xen10

10http://xgu.ru/wiki/xen/vista

http://xgu.ru/wiki/xen/vista
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â Xen

VT-d � òåõíîëîãèÿ âèðòóàëèçàöèè ââîäà/âûâîäà, ïðåäëîæåííàÿ Intel. Ýòà
òåõíîëîãèÿ ïîçâîëÿåò îáåñïå÷èòü ìîíîïîëüíîå âûäåëåíèå óñòðîéñòâà HVM-
äîìåíó, â òî âðåìÿ êàê áåç å¼ ïîìîùè (èëè àíàëîãè÷íîé òåõíîëîãèè IOMMU
îò AMD) ýòî âîçìîæíî òîëüêî äëÿ ïàðàâèðòóàëüíûõ äîìåíîâ.

Íà ýòîé ñòðàíèöå ïîäðîáíåå ðàññìàòðèâàþòñÿ âîïðîñû ïðèìåíåíèÿ òåõ-
íîëîãèè VT-d â Xen, êàêèå ïðåèìóùåñòâà îíà äà¼ò, à òàêæå êàê ïðàâèëüíî
å¼ èñïîëüçîâàòü.

6.1 Îðãàíèçàöèÿ ââîäà/âûâîäà â äîìåíå Xen

Ñóùåñòâóåò òðè îñíîâíûõ ñïîñîáà îáåñïå÷åíèÿ ââîäà/âûâîäà (è, ôàêòè÷å-
ñêè, äîñòóïà ê îáîðóäîâàíèþ) äëÿ ãîñòåâîé îïåðàöèîííîé ñèñòåìû, ðàáîòà-
þùåé âíóòðè äîìåíà Xen:

1. Ýìóëÿöèÿ óñòðîéñòâ ñî ñòîðîíû äîìåíà 0 è èñïîëüçîâàíèå òðàäèöè-
îííûõ äðàéâåðîâ â ãîñòåâîé ñèñòåìå;

2. Ìîíîïîëüíîå âûäåëåíèå óñòðîéñòâ ãîñòåâîé ñèñòåìå;

3. Èñïîëüçîâàíèå ïàðàâèðòóàëüíûõ äðàéâåðîâ.

Â íàñòîÿùèé ìîìåíò íàèáîëåå ðàñïðîñòðàí¼ííûì ÿâëÿåòñÿ ïåðâûé ñïî-
ñîá, ò.å. ýìóëÿöèÿ óñòðîéñòâ. Xen èñïîëüçóåò äëÿ ýìóëÿöèè, òàê íàçûâà-
åìûé QEMU Device Model (qemu-dm). Ýòî ñïåöèàëüíûé ïðîöåññ, ðàáîòàþ-
ùèé â ïðîñòðàíñòâå ïîëüçîâàòåëÿ (userlevel) â äîìåíå 0 è ïðåäîñòàâëÿþùèé
âèðòóàëüíûå óñòðîéñòâà ãîñòåâîìó äîìåíó.

Ïîëíîé ïðîòèâîïîëîæíîñòüþ ýòîìó ïîäõîäó ÿâëÿåòñÿ âòîðîé ïîäõîä �
ìîíîïîëüíîå âûäåëåíèå óñòðîéñòâà ãîñòåâîé ñèñòåìå. Â ýòîì ñëó÷àå íè-
êàêèõ çàòðàò íà ýìóëÿöèþ íå òðåáóåòñÿ. Ãîñòåâîé äîìåí ðàáîòàåò ñ óñòðîé-
ñòâîì íàïðÿìóþ, áåç âñÿêîãî ïîñðåäíè÷åñòâà äîìåíà 0. Îí âèäèò óñòðîé-
ñòâî "êàê åñòü", è èñïîëüçóåò ñòàíäàðòíûå äðàéâåðû îò ýòîãî óñòðîéñòâà.
Ðàáîòà ñ óñòðîéñòâîì îñóùåñòâëÿåòñÿ íà ïîëíîé ñêîðîñòè.

Âî òðåòüåì ñïîñîáå èñïîëüçóþòñÿ îñîáûå äðàéâåðû, êîòîðûå âûïîëíÿåò
ââîä/âûâîä íå ÷åðåç ýìóëèðóåìûå óñòðîéñòâà, à ïðè ïîìîùè ñïåöèàëüíîãî
ïàðàâèðòóàëüíîãî èíòåðôåéñà, ïðåäîñòàâëÿåìîãî ñèñòåìîé âèðòóàëèçàöèè
è õîñò-ñèñòåìîé.

Äàëåå áóäåò ïîäðîáíåå ðàññìîòðåí âòîðîé ñïîñîá, òî åñòü ìîíîïîëüíîå
âûäåëåíèå óñòðîéñòâ ãîñòåâûì äîìåíàì.

6.2 Ìîíîïîëüíîå âûäåëåíèå óñòðîéñòâ ãîñòåâîìó äî-
ìåíó

Â íàñòîÿùèé ìîìåíò òàêîé ñïîñîá ðàáîòàåò ñ ïàðàâèðòóàëüíûìè äîìåíàìè
� èì ìîæíî âûäåëÿòü óñòðîéñòâà â ìîíîïîëüíîå èñïîëüçîâàíèå áåç âñÿêèõ
ïðîáëåì. ×òî êàñàåòñÿ HVM-äîìåíîâ (äîìåíîâ, èñïîëüçóþùèõ àïïàðàòíóþ
âèðòóàëèçàöèþ), ýòî:

1. Òðåáóåò àïïàðàòíîé ïîääåðæêè;
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2. Ðåàëèçîâàíî â Xen, íà÷èíàÿ ñ âåðñèè 3.2.0, âûøåäøåé â íà÷àëå 2008
ãîäà.

×òî êàñàåòñÿ àïïàðàòíîé ïîääåðæêè, îíà åñòü, íî ïîêà ÷òî äîñòàòî÷íî
ðåäêà.

Ñåé÷àñ åòü êàê ìèíèìóì äâå ïëàòû ïðîèçâîäñòâà Intel (DQ35MP èDQ35JO),
êîòîðûå ïîäåðæèâàþò ñîáñòâåííóþ ðåàëèçàöèþ àïïàðàòíîé âèðòóàëèçàöèè
ââîäà/âûâîäà èçâåñòíóþ êàê Intel VT-d (íå ïóòàòü ñ Intel VT!).

Â AMD òîæå âåä¼òñÿ ðàáîòà íàä ñîáñòâåííîé ðåàëèçàöèåé àïïàðàòíîé
âèðòóàëèçàöèåé ââîäà/âûâîäà, IOMMU.

6.3 Êàê âêëþ÷èòü ïîääåðæêó VT-d â Xen

• cd xen-unstable.hg

• make install

• make linux-2.6-xen-config CONFIGMODE=menuconfig

• èçìåíèòü XEN->"PCI-device backend driver" ñ "M" íà "∗".

• make linux-2.6-xen-build

• make linux-2.6-xen-install

• depmod 2.6.18.8-xen

• mkinitrd -v -f �with=ahci �with=aacraid �with=sd_mod �with=scsi_mod

initrd-2.6.18-xen.img 2.6.18.8-xen

• cp initrd-2.6.18-xen.img /boot

• lspci � âûáðàòü èäåíòèôèêàòîðû óñòðîéñòâ, êîòîðûå âû õîòèòå íà-
çíà÷èòü ãîñòåâûì ñèñòåìàì

• ñêðûòü PCI-óñòðîéñòâà îò äîìåíà 0 (dom0) ñ ïîìîùüþ òàêîé çàïèñè
â GRUB:

title Xen-Fedora Core (2.6.18-xen)

root (hd0,0)

kernel /boot/xen.gz com1=115200,8n1 console=com1 vtd=1

module /boot/vmlinuz-2.6.18.8-xen root=LABEL=/

ro console=tty0 console=ttyS0,115200,8n1

pciback.hide=(01:00.0)(03:00.0)

pciback.verbose_request=1 apic=debug

module /boot/initrd-2.6.18-xen.img

• ïåðåçàãðóçèòü îïåðàöèîííóþ ñèñòåìó

• äîáàâèòü ñòðîêó "pci" â ôàéë /etc/xen/hvm.conf

pci = [ '01:00.0', '03:00.0' ]

∗ çàïóñòèòü ãîñòåâîé HVM-äîìåí è ñ ïîìîùüþ êîìàíäû lspci ïîñìîòðåòü,
ïðîáðàñûâàåòñÿ ëè óñòðîéñòâî. Åñëè ýòî ñåòåâîå óñòðîéñòâî, ïîïðîáîâàòü
ïîðàáîòàòü ñ íèì, íàïðèìåð, ñ ïîìîùüþ ifcon�g
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6.4 Ïîääåðæêà îïåðàöèîííûõ ñèñòåì

• Õîñò-ñèñòåìà: PAE, 64-bit

• Ãîñòåâàÿ ñèñòåìà: 32-bit, PAE, 64-bit

Ñåé÷àñ Xen íå ïîääåðæèâàåò MSI, ïîýòîìó äëÿ òåõ ãîñòåâûõ ñèñòåì,
êîòîðûå ïî óìîë÷àíèþ èñïîëüçóþò MSI, íóæíî äîáàâèòü îïöèþ ÿäðà

pci=nomsi

â çàãðóç÷èê (GRUB)

6.5 Ïðîâåðåííûå êîìáèíàöèè

• 64-áèòíûé õîñò: 32/PAE/64 Linux/XP/Win2003/Vista guests

• PAE õîñò: 32/PAE Linux/XP/Win2003/Vista guests

6.6 Àïïàðàòíûå ñèñòåìû ñ ïîääåðæêîé VT-d

Ñèñòåìû, â êîòîðûõ òî÷íî åñòü ïîääåðæêà VT-d:

• HP Compaq: DC7800 http://h10010.www1.hp.com/wwpc/us/en/en/WF04a/
12454-12454-64287-321860-3328898.html

Ïîääåðæêà VT-d ïðèñóòñòâóåò âî âñåõ êîìïüþòåðàõ, ïîääåðæèâàþùèõ
òåõíîëîãèþ Intel vPro. Òåõíîëîãèÿ vPro áàçèðóåòñÿ íà äâóõ òåõíîëîãèÿõ:
AMT (Active Management Technology) äëÿ óäàë¼ííîãî óïðàâëåíèÿ æåëåçîì
è VT (VT-x + VT-d) äëÿ âèðòóàëèçàöèè ïðîöåññîðà è ñèñòåì ââîäà/âûâîäà.

6.7 Äîïîëíèòåëüíàÿ èíôîðìàöèÿ

• Èñïîëüçîâàíèå VT-d â Xen11

• How to turn on VT-d in Xen12 (àíãë.)

• Intel Virtualization Technology for Directed I/O13 (àíãë.)

• Intel Virtualization Technology for Directed I/O (VT-d): Enhancing Intel
platforms for e�cient virtualization of I/O devices14 (àíãë.)

11http://xgu.ru/wiki/xen/vtd
12http://wiki.xensource.com/xenwiki/VTdHowTo
13http://www.intel.com/technology/itj/2006/v10i3/2-io/1-abstract.htm
14http://softwarecommunity.intel.com/articles/eng/1416.htm

http://h10010.www1.hp.com/wwpc/us/en/en/WF04a/12454-12454-64287-321860-3328898.html
http://h10010.www1.hp.com/wwpc/us/en/en/WF04a/12454-12454-64287-321860-3328898.html
http://xgu.ru/wiki/xen/vtd
http://wiki.xensource.com/xenwiki/VTdHowTo
http://www.intel.com/technology/itj/2006/v10i3/2-io/1-abstract.htm
http://softwarecommunity.intel.com/articles/eng/1416.htm
http://softwarecommunity.intel.com/articles/eng/1416.htm
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